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Summary

The 2023 donation from the Team Rynkeby Foundation to the Swedish Childhood Cancer Fund
(Barncancerfonden) was 24 535 125 SEK. The Team Rynkeby Foundation is thus for the sixth
consecutive year the single largest donor to the Swedish Childhood Cancer Fund. To be able to collect
and donate such a sum during a year largely affected by the war in Ukraine, the humanitarian crisis in
Gaza and a declined economic activity in Sweden, is extraordinary.

The annual contribution from the Team Rynkeby Foundation is exceptional. The Swedish Childhood
Cancer Fund is the single largest funding body for childhood cancer research in Sweden. The Team
Rynkeby Foundation is the single largest donor. Approximately 2/3 of the researchers funded by the
Swedish Childhood Cancer Fund has no governmental funding for their research. Thus, the
contribution from the Team Rynkeby Foundation is of utmost importance for childhood cancer
research in Sweden and the Nordic countries. Research that ultimately has a significant impact on
how to improve survival and quality of life in children affected by cancer.

Research can be described as the engine in the development of new approaches for cancer
treatment in children. To achieve the main overarching goals for the Swedish Childhood Cancer Fund
—increased survival and improved quality of life for the affected — carefully designed clinical studies
and research in late effects are crucial. Approximately 70% of the childhood cancer survivors suffer
from the treatment or the disease long time after the cancer is removed, and for 30% the late effects
are severe and potentially life-threatening. It is therefore more urgent than ever to increase
knowledge about the distinct diagnoses and facilitate the develop of effective tailor-made
treatments that both cure and cause less harm to the child.

This report describes how the Swedish Childhood Cancer Fund allocates research grants, to research
projects and to research positions, and presents a selection of the granted projects during 2023 on
late effects and clinical studies. Although the donation from the Team Rynkeby Foundation cannot
directly be dedicated to these projects, they constitute specific examples on how the Swedish
Childhood Cancer Fund uses the donation and what significant opportunities such a donation
enables. The projects are presented with project title, popular science summary in Swedish, name of
the grant holder, project period and allocated amount. The donation from the Team Rynkeby
Foundation (24,5 Mkr) is equivalent to the allocated amount from the Swedish Childhood Cancer
Fund for all these 9 projects (24,5 Mkr).

In addition, results and progress from previous research reported to the Team Rynkeby Foundation
2017-2022 are presented in the end of the report.
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Sammanfattning

Team Rynkeby-fondens donation till Barncancerfonden under 2023 uppgick till 24 535 125 kr. Team
Rynkeby-fonden ar darmed for sjatte aret i rad Barncancerfondens enskilt storsta bidragsgivare. Att
kunna samla in och donera en sddan summa under ett ar som till stor del praglats av kriget i Ukraina,
den humanitara krisen i Gaza och en minskad ekonomisk tillvaxt i Sverige ar extraordinart.

Det arliga bidraget fran Team Rynkeby till Barncancerfonden ar exceptionellt. Barncancerfonden ar
den enskilt storsta finansidren av barncancerforskning i Sverige. Team Rynkeby-fonden ar den storsta
enskilda bidragsgivaren till Barncancerfonden. Ca 2/3 av de forskare som har finansiering fran
Barncancerfonden har inga statliga medel for sin forskning. Betydelsen av Team Rynkeby-fondens
bidrag till svensk och nordisk barncancerforskning, och i férlangningen varden av cancerdrabbade
barn, kan darfor inte nog betonas.

Forskning kan beskrivas som motorn i utvecklingen av nya behandlingsmetoder och nya ldkemedel.
For att nd Barncancerfondens évergripande mal — 6kad 6verlevnad och forbattrad livskvalitet for
dem som drabbas — ar satsningar pa sena komplikationer och klinisk forskning synnerligen viktiga.
Ungefadr 70% av alla barn som har haft barncancer har nagon form av sen komplikation och for 30%
ar komplikationerna allvarliga och potentiellt livshotande. Med 6kad kunskap och battre verktyg att
bestdamma den exakta diagnosen kan varje barncancerpatient fa en mer skraddarsydd behandling
och darmed botas fran sin sjukdom utan att drabbas av sena komplikationer i samma utstrackning.

Den har rapporten redogor for hur Barncancerfonden beviljar forskningsmedel (bendmns projekt
dven om beviljade medel kan vara bade forskningsprojekt och forskartjanster). Den presenterar
ocksa ett urval av de forskningsprojekt som blev beviljade medel 2023 inom sena komplikationer och
klinisk forskning. Aven om Team Rynkeby-fondens donation till Barncancerfonden inte kan
oronmarkas for just dessa projekt utgor de specifika exempel pa hur Barncancerfonden anvander
medlen samt vilka mojligheter en sddan donation ger. Projekten presenteras med titel pa projektet,
popularvetenskaplig ssmmanfattning, namn pa anslagsansvarig, projekttid samt beviljat belopp.
Storleken pa Team Rynkeby-fondens donation (24,5 Mkr) motsvarar det beviljade beloppet for
samtliga 9 projekt (24,5 Mkr).

| slutet av rapporten presenteras dven resultat och progress fran den tidigare forskning som
kommunicerats till Team Rynkeby-fonden 2017-2022.

Transaktion 09222115557511605801 Signerat OM, JS




Innehallsférteckning

SUMIMIANY it e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaaaaes 2
Y- 180T a0 E= Lo = 1 1 011 V=SSR 3
(0] =TT aTorTa Tol= o T3 o [=T o HUA U TP USPUPPTOPRRURPO 5
P07 A o] 44 =] PSP U R VPRUPRON 5
Hur Barncancerfonden beviljar forskningsanslag .........cc.eeeveiiiiicciiii e 5
Beviljat till forskningsanslag i Barncancerfondens prioriteringskommittéer 2023...........ccccccvveeevcrveeene 5
Sena komplikationer efter BarNCaNCer............uviiiii i e e 6
T T G o] Y 1127 = USRS 7
Beviljade forskningsprojekt inom sena komplikationer och klinisk forskning 2023 ..........cccccceeeiiiennnns 7
BrainSave-Sena effekter av stralbehandling mot hjarntumor i barndomen: en nationell studie....... 8
Hjart- och karlsjukdom efter behandling fOr barnCanCer.........ccoocveei e 9

DAHLIA-ung: en behovsanpassad digital behandling for unga med langvarig smarta efter

[or= Y ol =Y 5[] 0o o o o IS SSURROt 10
Kliniskt prediktionsverktyg for sena biverkningar efter barncancer........cccccceeeiveciiiieeeeei e, 11
Livskvalitet, behandlingsbiverkningar och samtyckesprocessen inom NOPHO............cccceeeeivveeennnne 12
Neurokognitiva sena komplikationer efter leukemi och hjarntumor i barndomen...........ccccuveeee 13
ALLTogether, ett Europeiskt behandlingsprotokoll for ALL hos barn och unga vuxna...................... 14
LiBRA - litiumbehandling for att forhindra kognitiv svikt efter stralbehandling mot hjarnan .......... 15
Kan livsstil minska risken for sena kardiovaskulara komplikationer for barncanceréverlevare? ..... 16
Resultat och progress fran tidigare forskning presenterad for Team Rynkeby-fonden 2017-2022 ..... 16
Slutrapporter fran projekt beviljade 2017 ... e e 16
Epitranskriptoma modifieringar och dess paverkan pa Akut Lymfastisk Leukemi ...........cc.c..c......... 17
Slutrapporter fran projekt beviljade 2019 ... ettt e earae e e 17
Diagnostisering av virala och bakteriella infektioner hos barn med cancer och feber..................... 18

Sena effekter efter behandling av hjarntumér i barndomen med proton- eller fotonstralbehandling

........................................................................................................................................................... 19
Intensivvard hos barn med hematologiska maligniteter ........c.ccocoviieeiiiiccie e, 19
Arftliga orsaker till cancer i familjer med DarNCaNCEr.........cccoeveuieieeeeeeeieeeeeeeeee s 20
Sena effekten infertilitet - Forsok att radda framtida fertilitet.........ccoceeeiieeiieiiiee 21
Undersokning av nya maltavlor att forbattra immunterapi i hogrisk neuroblastom ....................... 22
Kan blockering av “don’t eat me” signalen CD24 anvandas som terapi mot medulloblastom? ...... 23
Pa jakt efter nya maltavlor for immunterapi i neuroblastom ..........cccocceeeieciiee e 24
Slutrapporter fran projekt beviljade 2020 ...........ooo i e 24
Betydelsen av mikrogliaceller i barnhjarntumoren diffust ponsgliom........ccccceeeviiiiiiiciee e, 24
Modellering av stamcellsignalering i hjarntUMOIer..........ooiviiii e 25
Slutrapporter fran projekt beviljade 2021 ...........ooo i 26
Skolors kunskapsbehov kring barncancer och skolprestation efter leukemi och lymfom................ 26

Transaktion 09222115557511605801 Signerat OM, JS




Somatostatin-receptor-baserad riktad stralbehandling vid recidiverat eller refraktart neuroblastom

........................................................................................................................................................... 27
Akuta och sena biverkningar efter straloehandling fore 18 ars alder.........cccoeevveeevveeceeecciee e, 28
Diagnostisering av virala och bakteriella infektioner hos barn med cancer och feber..................... 29
Slutrapporter fran projekt beviljade 2022 ...........ooo i e 30
Ytterligare presentation av forskning med stod fran Barncancerfonden ........cccoeeeeeciieiiccieeeecciieeeen, 30

Om Barncancerfonden

Barncancerfonden ar en organisation som arbetar for att varje barn och familj kan leva ett gott och
langt liv. Vi ska bekdmpa barncancer och dess konsekvenser for den som drabbas idag och i
framtiden. Barncancerfonden har sedan 1982 arbetat for att fler barn ska 6verleva cancer samt med
att hjalpa drabbade familjer att fa den vard och det stéd de behdver. Under samma period har
overlevnaden 6kat till ca 85 procent, men barncancer ar trots detta den vanligaste dodsorsaken till
foljd av sjukdom hos barn i Sverige. Och vissa diagnoser ar fortfarande obotliga.

Men nu har nagot hant, tack vare forskningen star vi pa tréskeln till en barncancerrevolution. Med
gemensamma krafter kan vi radda fler liv. Tack vare generésa bidrag fran privatpersoner, foretag och
organisationer ar Barncancerfonden den enskilt storsta finansidren av barncancerforskning i Sverige.
Barncancerfonden har ett 90-konto och granskas av Svensk Insamlingskontroll.

2023 i korthet

Rékenskapsaret 2023 ar vid denna rapports framtagande dnnu inte avslutat. Under 2022 samlade
Barncancerfonden in totalt 423,1 Mkr. De insamlade pengarna anvands till &ndamalen Forskning och
utbildning, Rad och stdd samt Information. Totalt utdelat till andamalen 2022 uppgick till:

e Forskning och utbildning 314,1 Mkr
e Rad och stod 70,1 Mkr
e Information 36,8 Mkr

Summa 421,0 Mkr

Hur Barncancerfonden beviljar forskningsanslag

Inom dndamalet Forskning och utbildning beviljas anslag inom tre olika omraden: forskning,
utbildning och infrastruktur. Den storsta andelen av omradet forskning utgors av forskningsanslag
(forskningsprojekt eller forskningstjanster). Dessa behandlas av Barncancerfondens oberoende
prioriteringskommittéer. Prioriteringskommittéerna bedémer inkomna ansékningar utifran
kriterierna fragestallning, metodik, kompetens/genomférbarhet, barncancerrelevans samt i
forekommande fall den vetenskapliga rapporten. | varje prioriteringskommitté sitter minst en
patient- och anhorigrepresentant som bedémer ansékningarnas barncancerrelevans. Kommittéerna
kan dven vid behov fa stod av utlatanden fran externa specialister. Barncancerfonden har sex
prioriteringskommittéer: tre for biomedicinsk vetenskap, en for vardforskning och psykosocial
forskning, en for medicinsk teknik, samt en helt ny internationell prioriteringskommitté fran 2023 for
toxicitet och sena komplikationer. Lds mer om dessa har: Prioriteringskommittéer och
valberedningen | Barncancerfonden

Beviljat till forskningsanslag i Barncancerfondens prioriteringskommittéer
2023

Under 2023 behandlades totalt 272 ansékningar om forskningsanslag i Barncancerfondens
prioriteringskommittéer. 94 ansokningar beviljades (beviljandegrad 35%). Anslag soks i sarskilda
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utlysningar vilka gar l6pande under aret. De storsta utlysningarna ar pa varen (forskartjanster) och pa
hosten (forskningsprojekt).

Sena komplikationer efter barncancer

Forskning om sena komplikationer har 6kat i angeldagenhetsgrad i takt med att
behandlingsméjligheterna férbattrats och 6verlevnaden 6kat. Overlevnaden i barncancer ar idag ca
85% och det finns ungefar 12 000 barncancerdverlevare i Sverige. Sa sent som i borjan av 1970-talet
var overlevnaden runt 30%. Vid den tiden stallde sig lakarkaren fragan “Finns det bot?”. | takt med
att nya och férbattrade behandlingar upptacktes 6kade éverlevnaden. Under 1990-talet 6kade
dverlevnaden till dver 70%. Fokus under denna tid var ”Bot till varje pris”. Overlevnaden 6kade, men
de som 6verlevde drabbades av sena komplikationer till foljd av den tuffa behandlingen.

Fran 2000-talet och framat har fokus snarare varit pa ”"Bot med farre biverkningar”. Med dagens
kunskap och béattre diagnosticering 6kar forutsattningarna for att varje barncancerpatient ska fa en
mer skraddarsydd behandling och darmed botas fran sin sjukdom utan att drabbas av onddiga
komplikationer i samma utstrackning. Tyvarr aterstar annu mycket forskning inom detta komplexa
forskningsfalt som ar beroende av bade nationella och internationella samarbeten dar de framsta
forskarna maste fa langsiktig finansiering for att utforska de béasta projektidéerna.

Ungefdr 70% av alla barn som har haft barncancer drabbas av nagon form av sen komplikation, och
for 30% ar komplikationerna allvarliga och potentiellt livshotande. Under 2020-2021 genomférde
Barncancerfonden ett omfattande arbete med att ta fram och implementera en ny strategi for
forskningsfinansiering som bland annat innebéar en 6kning av budgetanslagen for forskning. Ett av
delprojekten ar en strategisk satsning pa toxicitet och sena komplikationer med det 6vergripande
malet att 6ka 6verlevnaden med en bevarad livskvalitet efter behandling av barncancer. Det pagar
ocksa en 6versyn kring hur de infrastrukturer som Barncancerfonden stodjer i dag i form av register,
biobanker och uppfdljningsmottagningar behover utvecklas for att stédja pdgaende och framtida
forskning pa ett optimalt satt.

Den strategiska satsningen inom toxicitet och sena komplikationer har bland annat utgatt fran en ny
nationell arbetsgrupp (NAG-TSK) som sedan 2022 arbetar for férbattrad livskvalitet hos dagens och
morgondagens Overlevare. Deras uppdrag ar att i ndra samverkan med andra aktorer och
arbetsgrupper samarbeta for att uppna basta effekt nationellt samt ocksa vara radgivande i hur en
riktad forskningssatsning pa toxicitet och sena komplikationer genomférs mest effektivt. Under 2023
har den strategiska satsningen bland annat lett till att en nytillsatt prioriteringskommitté med
sarskild expertis inom omradet har etablerats for att kunna bedéma de ansékningar som kommer in
till Barncancerfonden i den nya utlysningen inom toxicitet och sena komplikationer. Medlemmarna
har tillsammans redan gjort en férsta selektion bland de inskickade forskningsprogrammen fran
lovande samarbeten mellan forskare. Vilka som slutligen kommer beviljas anslag fran
Barncancerfonden i den forsta utlysningsomgangen offentliggérs i mars 2024.

Sammanfattningsvis vill Barncancerfonden genom en kraftfull satsning pa forskning inom sena
komplikationer efter barncancer géra Sverige varldsledande inom omradet. En strukturerad och
sammanhallen forskning har hittills saknats, men det finns unika forutsattningar for att lyckas pa sikt.
Barncancerfonden fungerar redan i dag som en katalysator och kan mojliggéra och paskynda
utvecklingen utifran olika typer av satsningar. Forutsattningarna for att Sverige ska ligga i framkant ar
ocksa goda med tanke pa att det redan finns heltackande register, véletablerade nationella och
internationella kontaktnat inom barnonkologin, samt sex uppféljningsmottagningar for sena
komplikationer efter barncancer.
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Klinisk forskning

Forskning kan beskrivas som en motor i utvecklingen av nya behandlingsmetoder och nya lakemedel.
Den kliniska forskningen kallas ocksa patientnéara forskning, eftersom den beror fragestallningar om
hur manniskokroppen fungerar i hdlsa och sjukdom. Kliniska studier kan delas in i kategorierna
interventionsstudier och observationsstudier, dar de senare till exempel kan vara registerforskning
som ar viktig for att félja upp effekten av nya behandlingsmetoder. Vid observationsstudier vidtas
ingen aktiv atgard utan patienterna observeras under radande forutsattningar.

| en interventionsstudie ingar patienter som erbjuds nagon form av intervention, till exempel ett
lakemedel, en medicinteknisk produkt, eller en kirurgisk metod. Allt sker enligt ett i forvag faststallt
protokoll. Ofta jamfors den nya behandlingen med en kontroll bestaende av den vid det givna

tillfallet etablerade behandlingen eller placebo. Interventionsstudier med lakemedel eller
medicintekniska produkter behover tillstand fran Lakemedelsverket och eventuellt andra

myndigheter for att fa genomfoéras.

Beviljade forskningsprojekt inom sena komplikationer och klinisk forskning

2023

Team Rynkeby-fondens donation till Barncancerfonden 2023 motsvarar den summa som
Barncancerfonden beviljat till ett urval av vara forskningsprojekt inom sena komplikationer och
klinisk forskning (se tabell 1). Aven om Team Rynkeby-fondens donation till Barncancerfonden inte
kan 6ronmarkas for just dessa projekt utgor de specifika exempel pa hur Barncancerfonden anvander
medlen samt vilka maojligheter en sadan donation ger.

Tabell 1: Oversikt dver intdkter fran donation frdn Team Rynkeby-fonden 2023 samt kostnader i form
av ett urval av beviljade forskningsprojekt 2023 inom sena komplikationer och klinisk forskning.

Intdkter fran donation Titel pa forskningsprojekt Beviljat
Team Rynkeby-fonden belopp
(SEK) (SEK)
BrainSave-Sena effekter av stralbehandling mot hjarntumor i
barndomen:en nationell studie 3 000 000
Hjart- och karlsjukdom efter behandling for barncancer 1 000 000
DAHLIA-ung: en behovsanpassad digital behandling for unga med
langvarig smarta efter cancersjukdom 3 900 000
Kliniskt prediktionsverktyg for sena biverkningar efter barncancer 2 400 000
Livskvalitet, behandlingsbiverkningar och samtyckesprocessen
inom NOPHO ALL2008-protokollet 1210500
Neurokognitiva sena komplikationer efter leukemi och
hjarntumor i barndomen 5907 200
ALLTogether, ett Europeiskt behandlingsprotokoll for ALL hos
barn och unga vuxna 2 500 000
LiBRA - litiumbehandling for att forhindra kognitiv svikt efter
stralbehandling mot hjarnan 2 000 000
Kan livsstil minska risken for sena kardiovaskuldra komplikationer
for barncancerdverlevare? 2 614 000
24 535 125 24 531700

Pa nastfoljande sidor presenteras samtliga forskningsprojekt i tabell 1 mer utférligt.
Forskningsprojekten presenteras med titel pa projektet, populdrvetenskaplig sammanfattning, vem
som ar anslagsansvarig, projekttid samt beviljat belopp. Storleken pa Team Rynkeby-fondens

Transaktion 09222115557511605801

7

Signerat OM, JS




donation &r tillracklig for att tacka det beviljade beloppet fran Barncancerfonden for samtliga 9
projekt.

BrainSave-Sena effekter av stralbehandling mot hjarntumor i barndomen: en
nationell studie

Title in English: BrainSave-Late effects after treatment of brain tumor in childhood with
radiotherapy:a national study

Kategori: Klinisk studie

Anslagstyp: Kliniskt projektanslag for barncancerforskning

Anslagsansvarig: Arja Harila

Forvaltande organ: Uppsala universitet

Projekttid: 2024-01-01 - 2026-12-31

Beviljat belopp: 3 000 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Hjarntumor ar den néast vanligaste cancerformen hos barn, och representerar nastan en tredjedel av
all barncancer. Okad éverlevnad har lett till ett 6kat fokus pa livskvalitet efter behandling. De
patienter som behandlats med stralning mot hjarnan i kombination med kemoterapi ar den grupp
som ar mest utsatt vad géller sena komplikationer av barncancer. Pa senare tid har protonstralning
anvants allt mer pa barn med hjarntumor. Protonstralning kan ges mer fokuserat mot tumoren, och
ger mindre stralning mot frisk hjarnvavnad jamfort med traditionell fotonstralning. Studier har visat
att protonstralning leder till farre seneffekter, men antal studier ar fa, sarskilt vad galler
langtidsuppféljning. Huvudsyftet med denna studie ar att minska sena komplikationer och 6ka
livskvaliteten for barn som stralbehandlats pa grund av hjarntumor. Vi kommer att undersoka
incidens, kliniska symtom och riskfaktorer fér sena komplikationer efter proton- och/eller
fotonstralning med fokus pa cerebrovaskulara forandringar, hormonell och metabol dysfunktion och
celluldra forandringar kopplat till fortidigt aldrande. Cirka 100 patienter som stralbehandlats i Sverige
planeras rekryteras till studien, samt 50 friska kontroller. Patient-, sjukdoms- och behandlingsdata
kommer att samlas in fran kvalitetsregister och patientjournaler. Alla deltagare kommer att genomga
en klinisk och neurologisk undersdkning. De kommer att genomga MR-undersokning for att
identifiera vaskulara, strukturella och metabola férandringar, liksom sekunddra CNS-tumorer. Prover
kommer att tas for att undersoka tecken pa metabolt syndrom och hormonpaverkan, samt tidig
aldrande. Rekrytering av patienter i Uppsala paborjades i nov 2021, och hittills har ca 30
forskningspersoner deltagit i studien. Vi dnskar med denna ansdkan att utoka studien till nationell
niva genom att inkludera dven personer som behandlats med protonstralning pa Skandionkliniken i
Uppsala, men som fatt sin 6vriga vard pa annat barnonkologiskt centrum.
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Hjart- och karlsjukdom efter behandling for barncancer

Title in English: Cardiovascular morbidity and late mortality after treatment for childhood
cancer

Kategori: Klinisk studie

Anslagstyp: Projektanslag for barncancerforskning

Anslagsansvarig: Anna Sallfors Holmqvist

Forvaltande organ: Skanes universitetssjukhus

Projekttid: 2024-01-01 - 2025-12-31

Beviljat belopp: 1 000 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Projektets malsattning ar att undersoka risken for hjart- och karlsjukdom och déd, och dess
riskfaktorer, hos svenska fem-arsdverlevande efter barncancer. Vi planerar att underséka hur
specifika cancerbehandlingar ar kopplande till utvecklingen av hjart- och karlsjukdomar och hur
kardiovaskulara riskfaktorer, sa som hogt blodtryck, diabetes, 6vervikt och férhdjda blodfetter,
paverkar denna risk. Denna registerstudie dr en del av det stora nationella projektet SCARP (Swedish
CArdiometabolic Registry Project) och kommer att innefatta alla som har behandlats for cancer fore
18 ars alder i Sverige sedan 1968. Dessa ca 11 000 individer kommer att jamforas med en fem ganger
sa stor kontrollgrupp fran den generella befolkningen. Studien innefattar uppgifter fran flera
nationella register, daribland patientregistret, lakemedelsregistret och dodsorsaksregistret. Dartill
ingar uppgifter om cancerdiagnos och behandling fran svenska barncancerregistret. Detaljerade
uppgifter om vissa typer av hjart- och kérlsjukdomar kommer att inhdmtas fran nationella
kardiologiska kvalitetsregister. Studien kommer att visa hur stor risken for specifika hjart- och
karlsjukdomar och dod &r utifran erhallen cancerbehandling hos svenska barncanceréverlevande,
samt hur denna risk paverkas av kardiovaskulara riskfaktorer. Subgrupper dar forebyggande eller
modifierande atgarder kan paverka denna riskutveckling kommer darmed att identifieras. Studien
kommer dessutom lagga grunden for en nationell databas av barncancerdéverlevande inkluderande
detaljerade cancerbehandlingsuppgifter, vilket kommer mojliggora ytterligare studier av toxicitet och
sena komplikationer, daribland prospektiva interventionsstudier. Studiens resultat kommer ocksa
bidra till fortsatt utveckling av nationella och internationella riktlinjer fér langtidsuppféljning, och i
forlangningen utvecklingen av framtida behandlingsprotokoll, med malet att minska mangden och
allvarlighetsgraden av sena komplikationer.
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DAHLIA-ung: en behovsanpassad digital behandling for unga med langvarig smarta
efter cancersjukdom

Title in English: Immune recovery and nephrotoxicity following acute lymphoblastic
leukemia treatment

Kategori: Klinisk studie

Anslagstyp: Kliniskt projektanslag for barncancerforskning

Anslagsansvarig: Rikard Wicksell

Forvaltande organ: Karolinska institutet

Projekttid: 2024-01-01 - 2026-12-31

Beviljat belopp: 3 900 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Var fjarde ung person som behandlats for cancer lider av langvarig smarta. For manga har smartan en
pataglig paverkan pa vardag och livskvalitet. Medicinska insatser dr normalt otillrdckliga, istallet har
individens formaga att sjalv hantera sin situation (resiliens) visat sig ha avgérande betydelse for halsa
och valbefinnande. ACT ar en vidareutveckling av kognitiv beteendeterapi som i ett stort antal studier
pa barn och vuxna med langvarig smarta visat sig kunna 6ka resiliens och livskvalitet. Dock saknas
forskning kring hur ACT kan hjalpa unga personer som lider av langvarig smarta efter cancersjukdom.
Dessutom &r tillgangen till ACT i sjukvarden lag, trots det vetenskapliga stodet. Digitala I6sningar kan
Oka tillgangligheten men forskning behovs for att undersoka effekten av digital behandling. Det
aktuella projektet syftar till att i samverkan med malgruppen utveckla och utvérdera en
behovsanpassad digital intervention (DAHLIA-ung) for att 6ka formagan att hantera smérta och
psykisk pafrestning hos unga personer som lider av langvarig smarta efter tidigare cancersjukdom.
Projektet bygger pa det framgangsrika DAHLIA projektet. Inledningsvis gors en behovsanalys med
hjalp av fokusgrupper bestdende av unga personer med ldngvarig smarta och tidigare
cancersjukdom. Utifran denna behovsanalys skraddarsys behandlingen genom modifieringar av den
existerande DAHLIA-interventionen, vilken testas med avseende pa anvandarvanlighet och
preliminara effekter. Darefter utvarderas DAHLIA-ung i en klinisk studie dar effekterna jamférs med
sedvanlig behandling. Dessutom analyseras hur behandlingen fungerar (férandringsprocesser) och
vilka som har god effekt (modererande faktorer), i syfte att kunna anvanda behandlingen effektivt i
sjukvarden. Projektet kan bidra till cancersjukvarden genom att skapa tillgang till en evidensbaserad
digital behandling som snabbt kan goras tillgdanglig for den stora grupp individer som lever med
langvarig smarta efter cancersjukdom.
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Kliniskt prediktionsverktyg for sena biverkningar efter barncancer

Title in English: Clinical prediction tool for late adverse effects after childhood cancer
Kategori: Klinisk studie

Anslagstyp: Kliniskt projektanslag for barncancerforskning

Anslagsansvarig: Kirsi Jahnukainen

Forvaltande organ: Karolinska institutet

Projekttid: 2024-01-01 - 2026-12-31

Beviljat belopp: 2 400 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Ombkring hélften av dem som har fatt cancerbehandlingar under uppvéaxtaren utvecklar hormonella
eller metaboliska seneffekter vars tidiga upptackt kraver systematisk uppféljning av patienterna.
Dessa seneffekter kan upptrada akut direkt efter den givna cancerbehandlingen eller forst artionden
senare, och individuell kanslighet varierar avsevart. Vi har tidigare utforligt beskrivit
cancerbehandlingars seneffekter i vara egna publikationer. Syftet med denna forskning ar att
utveckla nya kliniska metoder for att bedoma risken for seneffekter hos barn med cancer.
Forskningsfragorna ar nya och kliniskt relevanta: Gar det att faststdlla referensvarden for testikelns
tillvaxt och for antalet kénsceller sa att klinikern tidigt kan upptacka en utvecklingsavvikelse eller
forsamrad kvalitet? Kan information fran uppféljning i ungdomsaren férutsdga en barncancerpatients
hélsa i vuxen alder? Finns det férandringar i genomet som kan beaktas for att minska toxiciteten av
cancerbehandlingar och stamcellstransplantation? Forskningsresultaten kan direkt tillampas for att
forebygga och behandla sjukdomar hos barn och unga som har aterhamtat sig fran cancer. Genom
att identifiera genetiska kanslighetsfaktorer och forbattra uppféljningsmetoder 6kar vi
uppféljningens effektivitet och férebygger senare sjuklighet. Forskningen har goda méjligheter att
genomfdras. Studien utnyttjar patientmaterial, varav en betydande del redan har samlats in. Tillstand
for nationell registerforskning har beviljats. Viktiga referensvarden haller pa att fardigstallas, och en
lyckad pilot har utarbetats for avbildningsmetoden.
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Livskvalitet, behandlingsbiverkningar och samtyckesprocessen inom NOPHO

ALL2008-protokollet

Title in English:

Quality of life, treatment-related toxicity and informed consent process in NOPHO ALL2008-protocol
Kategori: Klinisk studie

Anslagstyp: Barncancerforskarmanader for kliniker
Anslagsansvarig: Nina Mogensen

Forvaltande organ: Karolinska universitetssjukhuset
Projekttid: 2023-09-01 - 2026-08-31

Beviljat belopp: 1210500 SEK

Populdrvetenskaplig sammanfattning pa svenska

BAKGRUND Den forbattrade 6verlevnaden i akut lymfatisk leukemi (ALL) har medfort ett 6kat fokus
pa vilka biverkningar behandlingen medfér. Att aktivt utvardera hur barnen mar efter behandling ar
viktigt, ocksa for att férsoka identifiera om viss typ av behandling och/eller biverkningar medfér
storre risk for samre livskvalitet, vilket kan ha betydelse for hur barnen foljs upp efter
behandlingsavslut och hur framtida behandlingsprotokoll utformas. INNEHALL Projektet innebér att
enkater skickades ut 2013-2019 till alla familjer vars barn behandlats for ALL enligt det davarande
nordiska leukemiprotokollet (NOPHO ALL2008) minst 6 man efter behandlingsavslut i Sverige, Finland
och Danmark. Tre olika enkater ingar: dels en studie-specifik som utformats tillsammans med
foraldrar till fd ALL-patienter, dar uppgifter kring socioekonomi, férskole/skolfranvaro, syskonstéd
m.m. efterfragas, olika biverkningar och om féraldrarnas upplevelse av processen att tillfragas om
deltagande i de randomiserade studier (RCT), som ingick i protokollet. De 6vriga enkaterna ar PedsQL
for att undersdka barnets livskvalitet samt SF-36 for fordldrarnas livskvalitet. Studien ar
epidemiologisk och anvander bade data som vi samlat fran barn och féraldrar och NOPHO-
registerdata (dar data om riskgrupp, registrerade biverkningar och RCT-deltagande hamtats). MAL
Syftena &r foljande: -kartlagga foradldrarnas upplevelse av att tillfrdgas om RCT, vilket blir viktig
aterkoppling till kliniken -att lara oss mer om barnens livskvalitet efter behandlingsavslut och se om
den skiljer sig mellan barn som behandlats enligt olika behandlingsarmar -se hur féraldrarna skattar
forekomst och svarighet av biverkningar allmant, och till f6ljd av specifika cytostatika -utvardera
foraldrarnas livskvalitet efter behandling Med detta hoppas vi ldra oss mer om hur barnen och deras
familjer paverkas av behandlingen, vilket ger viktig information som i framtiden kan leda till battre
vard foér barnen och familjerna.
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Neurokognitiva sena komplikationer efter leukemi och hjarntumor i barndomen

Title in English: Neurocognitive late complications following childhood brain tumor and
leukemia

Kategori: Klinisk studie

Anslagstyp: Barncancerforskartjanst

Anslagsansvarig: Ingrid Tonning Olsson

Forvaltande organ: Skanes universitetssjukhus

Projekttid: 2023-09-01 - 2029-08-31

Beviljat belopp: 5907 200

Populdrvetenskaplig sammanfattning pa svenska

| takt med stigande 6verlevnad for barncancer blir det viktigt att studera livskvalitet for att kunna
forebygga och rehabilitera sena komplikationer. Neurokognitiva sena komplikationer far omfattande
konsekvenser for samhallet i stort och for den enskilde individen. Det kan t.ex. leda till stora
svarigheter att ta sig igenom en utbildning, att fa ett arbete, att skapa sociala relationer eller att leva
ett sjalvstandigt vuxenliv. Denna ans6kan omfattar fem forskningsprojekt, alla med malet att battre
forsta och behandla kognitiva sena komplikationer. Studie 1-3 undersoker foljande riskfaktorer fér
neurokognitiva senkomplikationer: 1. Stralbehandling av olika delar av hjarnan 2. Behandling, kon,
alder, hydrocephalus och tid fran forsta symptom till diagnos hos éverlevare av hjarntumor 3.
Neurotoxiska komplikationer under leukemi-behandling. Studie 4 underséker effekten av litium-
behandling pa kognition efter avslutad stralbehandling mot hjarnan och studie 5 undersoker
tillgangen till neuropsykologisk rehabilitering vid Karolinska Institutet hos éverlevare av hjarntumor.
Soékande, ITO, ar Pl for de tva forsta studierna, Studie 3 gors i samarbete med ALL-STAR-studien med
sate pa Rigshospitalet i Kbpenhamn och med BRAIN-studien med sate vid Uppsala universitet. Studie
4 ingar i LiBRA-studien med sate pa Karolinska Institutet i Stockholm. LiBRA-studien ar en dubbel-
blind-studie dar man undersdker om litium-behandling efter avslutad stralbehandling mot hjarnan
kan lindra neurokognitiva sena komplikationer. Studie 4 omfattar ett antal delstudier: a. Effekten av
litiumbehandling pa kognition b. Ensamhet/sociala natverk hos 6verlevare och samband med
nedsattningar av spraklig och exekutiv formaga. c. Longitudinell utveckling av sprakliga och exekutiva
funktioner. Studie 5 undersoker tillgang till neuropsykologisk rehabilitering pa Astrid Lindgrens
Barnsjukhus och om detta varierar med socioekonomisk status eller behandlingsfaktorer.
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ALLTogether, ett Europeiskt behandlingsprotokoll for ALL hos barn och unga vuxna

Title in English: ALLTogether-a European clinical Trial for acute lymphoblastic leucaemia
in children and young adults

Kategori: Klinisk studie

Anslagstyp: Kliniskt projektanslag for barncancerforskning

Anslagsansvarig: Mats Heyman

Forvaltande organ: Karolinska institutet

Projekttid: 2024-01-01 - 2024-12-31

Beviljat belopp: 2 500 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Akut lymfatisk leukemi (ALL) &r den vanligaste barncancerdiagnosen med ca 25% av alla nya fall.
Behandlingsresultaten ar mycket goda med >90% 6verlevnad. Problem aterstar av principiellt tva
slag: 1. Knappt fem procent av barnen doér av leukemisjukdomen, oftast av svarbehandlade aterfall.
2. Ca hélften av alla som botas kan vara 6verbehandlade. En del av dessa far allvarliga biverkningar,
som kan bli langvariga eller permanenta och i vérsta fall leda till ddden. Den mycket goda
overlevnaden leder till att férandringar av behandlingen for att utvardera under- och 6verbehandling
kraver valdigt manga patienter. Darfor har studiegrupper fran Norden (NOPHOQ), Storbritannien
(UKALL), Nederlanderna (DCOG), Tyskland (COALL), Belgien (BSPHO), Portugal (PGLP-SHOP), Irland
(PHOAI) och Frankrike (SFCE) gatt samman i ett konsortium (ALLTogether) och utformat
behandlingsprotokollet ALLTogether1 tillsammans. Studien bygger pa en bas av vélbeprévad
behandling till vilken kopplas moduler av experimentella interventioner, varav en del ar
randomiserade med specifika studiefragor. Vissa syftar till att reducera 6verbehandling och minska
biverkningar, andra till att tillampa nya behandlingsprinciper for att forhindra aterfall. Studien
rekryterar patienter sedan 2020. Administrativa hinder har lett till férseningar, men rekryteringen
Okar och allt talar for att studien kan slutforas. Undertecknad ar medicinskt ansvarig och Karolinska
Sjukhuset sponsor for studien. Deltagande lander finansierar sitt eget deltagande, men medel kravs
for centrala funktioner. Vissa av dessa har i en ny avsiktsforklaring av Barncancerfonden definierats
som nodvandig infrastruktur, som soks i sarskild ordning. Den aktuella ansdkan galler de delar som
hor till forskningen: statistisk analys, sdakerhetsmonitorering, avgifter for godkdnnande av
myndigheter, juridisk hjalp med kontrakt, resor och konferenser, kostnader for utveckling av ny
modul for T-cell ALL i samarbete med Children’s Oncology Group (COG) i USA.
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LiBRA - litiumbehandling for att forhindra kognitiv svikt efter stralbehandling mot

hjarnan

Title in English: LiBRA - Lithium treatment to prevent cognitive impairment after brain
radiotherapy

Kategori: Klinisk studie

Anslagstyp: Kliniskt projektanslag for barncancerforskning

Anslagsansvarig: Klas Blomgren

Forvaltande organ: Karolinska institutet

Projekttid: 2024-01-01 - 2025-12-31

Beviljat belopp: 2 000 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Att leva - inte bara 6verleva. Malet ar att forebygga och behandla sena komplikationer efter
stralbehandling mot hjarnan, sarskilt intellektuella funktioner. Tack vare framsteg i diagnostik och
behandling blir drygt 80 % av alla barn och ungdomar med hjarntumor langtidsoverlevare.
Behandlingen, sarskilt stralbehandling mot hjdrnan, leder dock ofta till sa kallade sena
komplikationer, tidigare kallade seneffekter, daribland nedsatt intellektuell férmaga, kardiovaskulara
sjukdomar och stord tillvaxt. Nedsatt intellektuell formaga ar sarskilt begransande for mojligheten att
leva ett normalt liv. De bakomliggande orsakerna ar dock mycket ofullstandigt kdnda, och det finns
idag inga behandlingar mot dessa skador. Det finns i dag tre centra i varlden dar studier som LiBRA
initierats: Karolinska i Sverige (litium), Hospital for Sick Children, Toronto, Canada (metformin), och St
Jude Children’s Research Hospital, Memphis, TN, USA (memantin). | djurférsék har vi och andra
funnit att litium bade skyddar mot akut skada och stimulerar lakning efter bestralning, dock utan att
skydda tumorceller, litium har till och med anti-tumoreffekter! Etikprovningsmyndigheten och
Lakemedelsverket har godkant var ansékan om LiBRA, en fas 2, randomiserad, dubbel-blind,
placebokontrollerad studie, dar 84 barn och ungdomar i Sverige och Danmark som fatt
stralbehandling mot hjarnan skall lottas till 6 manaders behandling med litium eller placebo. De
kommer att testas med neuropsykologiska tester, blodprover och magnetkameraundersékningar upp
till 5 ar efter litiumbehandlingen. Vart mal ar att férebygga och/eller behandla de skador som uppstar
i hjarnan, utan att forsamra effekten av cancerbehandlingen. Malet ar att minska lidandet for de
drabbade och deras familjer, samt reducera de medicinska och sociala kostnaderna fér samhallet.
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Kan livsstil minska risken for sena kardiovaskuldara komplikationer for
barncancerdverlevare?

Title in English: Can lifestyle mitigate cardiovascular late effects in childhood cancer
survivors?

Kategori: Klinisk studie

Anslagstyp: Barncancerforskningspostdoktortjanst

Anslagsansvarig: Aron Onerup

Forvaltande organ: Goteborgs universitet

Projekttid: 2024-02-01 - 2026-01-31

Beviljat belopp: 2 614 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Eftersom behandlingsresultaten av barncancersjukdomar gladjande nog forbattrats dramatiskt under
de senare decennierna har gruppen barncanceréverlevare vuxit. Dessa individer har behandlats med
cytostatika/stralning/kirurgi under barndomen och riskerar att utveckla sena komplikationer som kan
uppsta flera decennier efter avslutad behandling. Avsikten med detta forskningsprojekt ar att
definiera sambanden mellan livsstil och sena komplikationer i form av hjartsjukllighet. Den férsta
delen av projektet utfors tillsammans med St Jude Children’s Research Hospital i Memphis, USA. St
Jude ar varldsledande inom forskning pa seneffekter efter barncancer. Denna institution bedriver de
utan jamforelse mest hogkvalitativa studierna inom detta falt och resultaten har publicerats i val
ansedda tidskrifter. Den andra delen av projektet bestar av att skapa en ny svensk studie som bygger
pa att koppla samman flera nationella register av hog kvalitet, inklusive data fran Svenska
Barncancerregistret och Monstringsregistret som innehaller information om kondition, styrka, och
overvikt vid 18 ars alder. Min kliniska kompetens som specialistlakare i barn- och ungdomsmedicin
med inriktning mot barnonkologi och sena komplikationer, i kombination med min
forskningserfarenhet fran studier av halsovinster med fysisk aktivitet i cancerpopulationer och min
pagaende postdoc vid St Jude Children’s Research Hospital gér mig lampad att driva detta projekt.
Denna postdoc kommer ge mig vetenskaplig sjalvstandighet och mojlighet att bygga upp en egen
forskning med fokus pa sena komplikationer hos individer som behandlats fér barncancer i Sverige.
Jag kommer dven kunna bygga vidare pa ett langsiktigt samarbete mellan Sverige och St Jude samt
bygga vidare pa ett nationellt ndtverk for forskning pa sena komplikationer i Sverige.

Resultat och progress fran tidigare forskning presenterad for Team Rynkeby-
fonden 2017-2022

2017 var forsta aret da Barncancerfonden tog fram en liknande rapport som den nu foreliggande for
2023. 2016 och tidigare tog Barncancerfonden fram enskilda exempelprojekt och sarskilda satsningar
for att visa hur pengarna anvands. Under denna rubrik presenteras resultat och progress fran de
projekt som under perioden 2017-2021 kommunicerats till Team Rynkeby-fonden i form av de
populdrvetenskapliga slutrapporter som ansvarig forskare lamnar in efter avslutad projekttid.

Ett beviljat projekt fran Barncancerfonden pagar under en viss tidsperiod (bendmns projekttid), i snitt
2,5 ar men kan vara upp till 6 ar. Projekttiden kan vid sarskilda skal férlangas. Dispositionstiden ar
alltid 6 manader langre an projekttiden. Den anslagsansvarige ska senast vid dispositionstidens
utgang inkomma med en slutrapport fér hela projekttiden. Detta innebar att alla tidigare
kommunicerade projekt annu ej slutrapporterats vid denna rapports datum.

Slutrapporter fran projekt beviljade 2017

Team Rynkeby-fondens donation till Barncancerfonden under 2017 uppgick till 26 747 192 Mkr.
Detta motsvarar mer dn vad som beviljades till nya projekt inom leukemi hésten 2017 (20 574 832
kr), stodet till den vardplaneringsgrupp som sékerstaller att barn med leukemi behandlas enhetligt
over hela landet (1 350 000 kr), samt totala budgeten for Barncancerfondens arbete med nationellt
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syskonstod (4 700 000 kr). Nedan presenteras inkomna slutrapporter fran de forskningsprojekt av
ovan som ar slutrapporterade under 2023.

Epitranskriptoma modifieringar och dess paverkan pa Akut Lymfastisk Leukemi

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Frida Holm

Forvaltande organ: Karolinska institutet

Projekttid: 2018-01-01 till 2022-12-31

Beviljat belopp: 1 500 000 SEK

Populdrvetenskaplig sammanfattning pa svenska

Akut lymfatisk leukemi (ALL) drabbar ca. 100 barn och ungdomar i Sverige arligen och ar darmed den
vanligaste tumorsjukdomen hos barn. Trots att man idag lyckas bota en relativt hog andel av
patienter med T-ALL forblir aterfall pa grund av terapeutisk resistens den vanligaste dodsorsaken.
Men trots att forskningen gar framat botas langt ifran alla barn, och sédmst prognos har barnen med
en bakomliggande mutation sdsom NOTCH1. Mekanismerna som reglerar var genetiska mangfald har
avancerats under hela var utveckling. Normala hemtopoetiska stamceller ackumulerar genetiska
(DNA) och epitranskriptoma (RNA) férandringar som framjar tillvaxten av pre-leukemiska kloner som
har erhallit 6verlevnads- och dubbleringsfordelar. En bristande reglering av dessa epitranskriptoma
handelser inkluderar post-transkriptionella RNA-modifieringar sasom RNA-metylering. Med detta
anslag hoppas vi kunna studera lanken mellan de olika epitranskriptoma eventen nar en stamcell blir
till en cancerstamcell. Okad kunskap om vilka mekanismer som far de leukemi-initierande
stamcellerna att 6verleva och dubblera sig kommer férbattra utvecklingen av nya moderna
behandlingsformer som kan eliminera dessa cancerceller. Att genomga cancerbehandling ar inte
minst ett stort lidande for patienten och dennes omgivning, det dr ocksa en stor pafrestning for
sjukvarden och for samhallet. Darfor ar det av stor vikt att genom livsviktig forskning identifiera nya
innovativa behandlingsformer for att forbattra och férlanga livet for dessa patienter. Genom att
studera och identifiera nya behandlingsmetoder for T-ALL hoppas vi kunna férkorta behandlingen for
dessa patienter med hjalp av att inhibera de gener som orsaker som skickar ut felaktiga signaler till
vara stamceller. Vi hoppas att det ska leda till farre biverkningar, samtidigt som livskvalitet 6kar bade
under och efter behandling.

Resultat fran projektet

Vi har under projektets gang lyckats optimiserat mojligheten att sekvensera patientmaterial for mo6A.
Da denna sekvenseringsmetod &r relativt ny, har stora mangder material behévts, ndgot som varit
svart att uppna med patientprover. Vi har dock lyckats sekvensera prover fran leukemiska stamceller
fran intermediar rist T-ALL och hogrisk T-ALL tillsammans med kontrollceller genom gediget arbeta
for att optimisera en metod dar betydligt mindre material behovts. Vi har dven 6ver-och
underutryckt flertalet viktiga gener som &r involverade i RNA metylering. Intressant nog var var
kandidatgen METTL13, en av de gener som framst var involverad i att reglera T-cellsdifferentiering.
Totalt har detta projekt genererat 4 delarbeten, 2 som redan ar pubicerade i ansedda tidsskrifter
(Cancer Cell och Cell Reports), en som ar under revision (Cell Reports) samt ett delarbete som ar i
manuskriptform. Dessutom har vi tack vare detta projekt genererat stora mangder data, dar vi hittat
ytterligare lovande infallsvinklar for att battre forsta den fel-reglering som uppstar i T-celler nar barn
drabbas utav leukemi. Denna data har da daven mojliggjort nya spannande samarbetesprojekt, bland
annat med barnkirurger pa Lunds Universitet.

Slutrapporter fran projekt beviljade 2019

Team Rynkeby-fondens donation till Barncancerfonden under 2019 uppgick till 41 134 731 kr. Detta
bidrag motsvarade mer an vad som beviljades till samtliga projekt om sena komplikationer efter
barncancer, klinisk forskning, samt translationella projekt inom immunterapi. Nedan presenteras
inkomna slutrapporter fran de forskningsprojekt av ovan som &r slutrapporterade under 2023.

17

Transaktion 09222115557511605801 Signerat OM, JS




Diagnostisering av virala och bakteriella infektioner hos barn med cancer och feber

Anslagstyp: Kliniskt projektanslag for barncancerforskning
Anslagsansvarig: Anna Berggren

Forvaltande organ: Karolinska institutet

Projekttid: 2020-01-01 - 2022-09-30

Beviljat belopp: 237 812 kr

Populdrvetenskaplig sammanfattning pa svenska

Infektionskomplikationer ar vanliga vid cancerbehandlingar och innebar ofta sjukhusvard. Trots att
orsken till infektionen ofta inte ar kdnd sa behandlas alla barn som kommer in med laga vita
blodkroppar och feber med bredspektrumantibiotika. Fran tidigare studier vet vi att barnen vardas i
genomsnitt 5-6 dagar for sin infektion. Vi vet att manga av infektionerna sannolikt orsakas av vanliga
luftvdgsvirus men da de diagnostiska verktygen ar begransade sa viljer man oftast anda att behandla
mot bakterier med antibiotika. Forutom att antibiotikabehandlingen orsakar manga extra dagar pa
sjukhus for familjen sa dkar risken for utveckling av resistenta bakterier och att man drabbas av svara
svampinfektioner. De diagnostiska verktygen for pavisandet av virus och bakterier behoéver darfor
forbattras. Hos friska barn har forskare upptackt att man med hjalp av metoder som tittar pa hur
gener uttrycks kan sarkilja pa infektioner som orsakas av bakterier och virus. Detta ar mojligt da vart
immunfoérsvar aktiveras olika vid desssa infektioner och detta kan avldsas i hur generna uttrycks. En
sadan metod ska utvarderas i var studie. Var férhoppning ar att detta ska forbattra de diagnostiska
verktygen och pa sa satt korta behandlingtiden med antibiotika hos barn med virusinfektion. Det
skulle leda till ett minskat antal dagar spenderade pa sjukhus och minska risken for svampinfektioner
och utvecklingen av resistenta bakerier. For de barn som drabbas av en bakterieinfektion sa ar tidig
diagnostik viktig for att kunna optimera 6vervakning och i ett tidigt skede identifiera en forsamring.

Resultat fran projektet

Infektionskomplikationer ar vanliga vid cancerbehandlingar och innebdr ofta sjukhusvard. Trots att
orsaken till infektionen ofta inte ar kand sa behandlas alla barn som kommer in med laga vita
blodkroppar och feber (neutropen feber, NF) med bredspektrumantibiotika. Fran tidigare studier vet
vi att barnen vardas i genomsnitt 5-6 dagar for sin infektion. Vi vet att manga av infektionerna
sannolikt orsakas av vanliga luftvagsvirus men da de diagnostiska verktygen ar begréansade sa valjer
man oftast 4nda att behandla mot bakterier med antibiotika. Forutom att antibiotikabehandlingen
orsakar manga extra dagar pa sjukhus sa 6kar risken for utveckling av resistenta bakterier och att
man drabbas av svara svampinfektioner. De diagnostiska verktygen fér pavisandet av virus och
bakterier behover darfor forbattras. Hos friska barn har forskare upptackt att man med hjalp av
metoder som tittar pa hur gener uttrycks kan sarskilja pa infektioner som orsakas av bakterier och
virus. Detta ar mojligt da vart immunforsvar aktiveras olika vid dessa infektioner och detta kan
avlasas i hur generna uttrycks. | denna studie sa utvarderades uttrycket av tva gener och deras
formaga att skilja mellan bakteriella och virala infektioner hos barn som lades in fér behandling for
NF. Vara resultat visade att bakterieinfektioner pavisades med 88% sensitivitet och 54% specificitet
vilket betyder att metoden identifierade majoriteten av alla med bakteriell infektion. Var slutsats var
att metoden kan vara anvandbar men behover utvarderas och utvecklas i storre patientgrupper. Var
forhoppning ar att denna metod pa sikt ska forbattra de diagnostiska verktygen och pa sa satt korta
behandlingstiden med antibiotika hos barn med virusinfektion. Det skulle leda till ett minskat antal
dagar spenderade pa sjukhus och minska risken for svampinfektioner och utvecklingen av resistenta
bakerier. Fér de barn som drabbas av en bakterieinfektion sa ar tidig diagnostik viktig for att kunna
optimera 6vervakning.
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Sena effekter efter behandling av hjarntumor i barndomen med proton- eller
fotonstralbehandling

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Arja Harila

Forvaltande organ: Uppsala universitet

Projekttid: 2020-01-01 - 2023-06-30

Beviljat belopp: 1 000 000 kr

Populdrvetenskaplig sammanfattning pa svenska

Huvudsyftet med denna studie ar att minska sena komplikationer och 6ka livskvaliteten for barn som
stralbehandlats pa grund av hjarntumor. De barn som behandlats for hjarntumoér med stralning mot
CNS i kombination med kemoterapi ar den grupp som ar mest utsatt vad galler sena komplikationer.
Vi kommer att undersdka incidens, kliniska symtom och riskfaktorer for sena komplikationer efter
proton- och/eller fotonstralning med fokus pa cerebrovaskulédra forandringar, hormonell och
metabol dysfunktion och celluldra forandringar kopplat till fortidigt aldrande. Ett hundra patienter
som stralbehandlats pa Uppsala universitetssjukhus mellan 1998 och 2015 planeras rekryteras till
studien. Malsattningen ar att undersoka 40 personer som behandlats med protonstalning och 40
personer med fotonstralning. Samma personer kommer att rekryteras till psykolog Helena
Séderstroms doktorandstudie och genomga kognitiva tester och besvara formular géllande deras
psykosocialasituation och livskvalitet. Patienterna kommer att identifieras via Svenska
barncancerregistet och Radtox srtalbehandlingsregister. Detaljerad patient-, sjukdoms- och
behandlingsdata kommer att samlas in fran dessa register och fran patienternas journaler. Alla
deltagare kommer att genomga en klinisk och neurologisk undersékning, samt tillfragas att fylla i
frageformular gillande deras levnadsvanor och fysiska aktivitet. De kommer att genomga MR-
undersokning for att identifiera vaskulara, strukturella och metabola férandringar, liksom sekundara
CNS-tumorer. Metabola och hormonella prover kommer att tas for att undersdka tecken pa metabolt
syndrom och hormonpaverkan. Prover kommer dven att tas for att analysera telomerlangd och DNA-
metylering. Genom 6kad forstaelse for mekanismer och utbredning av seneffekter efter olika typer
av stralbehandling kan interventioner skapas for prevention och behandling. Detta ar forsta delen av
ett storre BRAIN SAVE-initiativ for barn med hjarntumorer.

Resultat fran projektet

Syftet med studien har varit att undersdka incidens, symptom och riskfaktorer av sena effekter efter
behandling for hjarntumor i barn. Vi har kunnat undersdka 26 forskningspersoner och rekrytering
pagar. Preliminara resultatet har visat att nastan alla personer som har 6verlevt sitt hjarntumor har
fatt vaskuldra dndringar i hjarnan efter stralning, och att dessa dndringar kan ske dven efter
schemalagda 5ars kliniskuppféljning med magnetkameraundersékning. Vi arbetar nu att analysera
inkomna data for att battre forsta paverkan av dessa andringar och om det finns ocksa
hormonella/metabola férdndringar och tecken pa tidig aldring pa celluldrnivd som kan identifieras i
denna patientgrupp. | framtiden planerar vi att utéka denna studie fran Uppsala till nationellt niva.

Intensivvard hos barn med hematologiska maligniteter

Anslagstyp: Barncancerforskarmanader for kliniker
Anslagsansvarig: Susanna Ranta

Forvaltande organ: Karolinska universitetssjukhuset
Projekttid: 2020-03-01 - 2023-02-28

Beviljat belopp: 1 198 800 kr

Populdrvetenskaplig sammanfattning pa svenska

Syfte: Att utvardera de prognostiska faktorerna och utfallet av intensivvard hos barn med
hematologiska maligniteter. Bakgrund: Barn med hematologiska maligniteter har hog risk for
sjukdoms- och behandlingsrelaterade komplikationer. Upp till vart femte barn har vardats pa
intensivavdelning (IVA) pa grund av komplikationer. Barn med malignitet har hogre mortalitet pa IVA
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jamfort med andra barn. Olika prognostiska scoringsystem har utvecklats, ”Pediatric index of
mortality” (PIM) ar ett av de vanligaste och anvands i Sverige. En svensk studie rapporterade
underliggande kroniska tillstand och aterinlaggning som negativa prognostiska faktorer hos barn pa
IVA. Preliminéra resultat och arbetsplan: Vi har utfort en retrospektiv genomgang av alla patienter
upp till 18 ar vid diagnos av ALL, AML eller non-Hodgkin lymfom och identifierat 192 barn som
vardats pa IVA mellan 2008 och 2016 (102 med ALL, 51 med AML och 39 med non-Hodgkin lymfom).
Vi ska kombinera data angaende dessa patienter fran tre olika register: tva kvalitetsregister Svenska
Intensivvardsregistret (SIR) och Svenska Barncancerregistret (SBCR) och data fran en tidigare studie
om barn pa IVA. Kliniska riskfaktorer analyseras genom att jamfora registerdata fran SBCR pa barn
med och utan IVA-vard. Prognosen for IVA-vardade barn kommer att utvarderas genom att jamfora
PIM scores med 6verlevnad och kliniska riskfaktorer. Betydelse for barncancer: Denna studie kan
stodja beslutsfattande om dimensionering av IVA-vard fér barncancerpatienter och hjalpa till att ge
battre information om prognosen till familjer dar barnen drabbats av allvarliga komplikationer.

Resultat fran projektet

Barn med hematologiska maligniteter har hog risk for sjukdoms- och behandlingsrelaterade
komplikationer. Vi har studerat behovet av vard pa intensivvardsavdelning (IVA) for leukemier genom
att kombinera data om barn och ungdomar 1-18 ar vid diagnos av leukemi (ALL eller AML) fran tva
kvalitetsregister, Svenska Intensivvardsregistret (SIR) och Svenska Barncancerregistret (SBCR), samt
journalgenomgang. Totalt 236 barn med leukemi har vardats pa IVA mellan 2008 och 2016 i Sverige
(28% (178/637) av barn med ALL och 46% (58/126) av barn med AML). Barn med T-cell ALL och CNS
leukemi vid ALL diagnos hade hogre risk for IVA vard men inte hogre IVA-doédlighet. Barnen med ALL
som vardades pa IVA vid flera tillfallen hade inte sdmre 6verlevnad jamfért med dem som hade bara
ett intensivvardtillfalle. Risken for inskrivning till IVA var hogst i borjan av ALL behandling. Inga
Kliniska riskfaktorer for intensivvard identifierades for barn med AML. Trots den intensive
kemoterapin risken fér behandlingsrelaterad dodlighet pa IVA for under behandling av primar AML
var lag. Tillganglighet till intensivvard for barn med leukemi var bra i Sverige. Denna studie kan stodja
beslutsfattande och hjalpa till att ge battre information om prognosen till familjer.

Arftliga orsaker till cancer i familjer med barncancer

Anslagstyp: Barncancerforskarmanader for kliniker
Anslagsansvarig: Karl-Johan Stjernfelt

Forvaltande organ: Skanes universitetssjukhus

Projekttid: 2019-09-01 - 2022-08-31

Beviljat belopp: 678 600 kr

Populdrvetenskaplig sammanfattning pa svenska

Orsaken till barncancer ar fortfarande inte helt kartlagt och vi kan inte till fullo forklara varfor vissa
barn far cancer och andra inte. Under senare ar har den uppskattade arftliga faktorn bakom
barncancer stigit till ver 25 %. De redan kanda arftliga cancersyndrom och mutationer racker inte till
for att forklara samtliga dessa fall och det férmodas darfor finnas arftliga syndrom eller mutationer
annu ej upptackta.

Genetiska analyser av riktade patientgrupper skulle kunna leda till inte bara upptackter av okanda
mutationer och hereditdra syndrom utan dven Gka var férstaelse for hur barncancer uppstar. Detta
skulle i sin tur kunna 6ka mojligheterna for att identifiera barn med 6kad risk fér cancer med
mojlighet for tidigare diagnostisering samt dppna upp foér nya satt att behandla barncancer.

Nya mutationer ar svara att finna och malinriktade genetiska undersdkningar ar 6nskvarda. Med den
har studien vill vi anvdanda data om sldktingar till barn med cancer for att identifiera slakter med en
okad sannolikhet for arftliga komponenter och fokusera genetiska analyser pa dem. Alla som foljs,
behandlas eller diagnostiseras med nagon typ av barncancer pa Lunds Universitetssjukhus tillfragas
om de vill delta i studien och lamnar da ett blodprov. Déarefter anvander vi nationella register for att
konstruera slakttrad och kontrollera forekomsten av cancer bland slaktingar. Vi gor sedan genetiska
tester baserat pa de blodprov som har lamnats av barnet, och i vissa fall dess foréldrar, for att soka
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efter mutationer som kan visa pa nya arftliga syndrom eller 6kad risk fér barncancer. Med detta
hoppas vi ldgga grund for ytterligare kunskap om uppkomsten av barncancer och i férlangningen nya
indelningar och behandlingsmetoder.

Resultat fran projektet

Under detta projekt har vi fokuserat pa att undersoka slakter med kanda fall av barncancer for att
forsoka identifiera de som verkar ha genetiskt 6kad risk for att utveckla barn- och vuxencancer. For
att gora detta tittade vi pa barn som behandlas fér barncancer pa Lunds universitetssjukhus. Med
hjalp av nationella populationsregistret och cancerregistret kan vi rakna ut om det finns en 6kad risk
for cancer hos slaktingar till barn med cancer. Blodprover pa barnen anvande vi for att gora en typ av
DNA-analys pa 22 specifika gener som vi vet ofta ar avvikande hos barn med cancer. | de sldkter som
hade flera fall av barncancer sag vi att det var mycket vanligare att flickor fick cancer an pojkar. Vi sag
ocksa att barn med cancer som var slakt ofta hade matchande cancer diagnos. Det héar var tydligast
for barn med blodcancer, leukemi, men sag dven fér barn med hjarncancer. Vi fann en 6kad
cancerrisk for slaktingar till barn med cancer, en 6kning med 22% for forstagradsslaktingar och en
o0kning med 7% om man inkluderar alla upp till tredjegradsslaktingar. Den 6kade risken bland
slaktingar forblev den samma dven nar vi exkluderade alla slakter som visade sig ha en sannolik
cancerorsakande variation i de gener som vi testade. De 22 gener som vi kontrollerade for arftliga
variationer som kan orsaka barncancer fann vi att 3,8% av alla barncancerfall bar pa en variation som
sannolikt bidragit till utvecklingen av cancer. Nar vi korrigerar for hur vanliga olika typer av
barncancer ar i Sverige uppskattar vi att 4,9 % av alla barncancerpatienter i Sverige har en av dessa
genetiska avvikelser som orsak till cancern. Vara resultat tyder pa att det finns arftliga aspekter inom
barncancer som inte kan forklaras med de genetiska forandringar som redan ar kdanda. Genom att
identifiera sddana nya genetiska forandringar som skulle kunna hjélpa oss vidare i var forstaelse om
barncancer, dess uppkomst och eventuellt utveckla nya metoder for att forbattra behandlingen av
barncancer

Sena effekten infertilitet - Forsok att radda framtida fertilitet

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Jan-Bernd Stukenborg

Forvaltande organ: Karolinska institutet

Projekttid: 2020-01-01 - 2022-12-31

Beviljat belopp: 2 400 000 kr

Populdrvetenskaplig sammanfattning pa svenska

Nar vuxna man, eller pojkar som genomgatt puberteten, ska behandlas mot cancer med
testikelskadande cellgifter och stralbehandling erbjuds de att Iamna spermaprov fér nedfrysning for
att i framtiden ha mojlighet att bli biologiska fader dven om behandlingen gjort dem sterila. Pojkar
fore puberteten har inte denna mojlighet eftersom deras testiklar dnnu inte borjat producera
fardigutvecklade konsceller (spermier) utan endast innehaller omogna forstadier (stamceller). Trots
intensiv forskning finns stor okunskap kring hur stamcellerna utvecklas till fardiga spermier. Detta
beror till stor del pa att resultat fran djurexperimentella studier inte gar att 6verfora pa manniska
eftersom spermieutvecklingen skiljer sig markant mellan manniska och djur. Aven om det idag gar att
frysa testikelvavnad fran pojkar fore puberteten, sa finns det ingen metod fér hur vavnaden ska
kunna anvandas i framtiden for att mojliggora biologiskt faderskap. Syftet med detta projekt ar att a)
forbattra den nuvarande, samt utveckla ny, in vitro metodologi for att odla och differentiera omogna
forstadier (stamceller) till funktionella kdnsceller. b) studera differentieringen av kénsceller in vitro
genom att anvanda humana kdnsstamceller samt deras potentiella anvandbarhet for att testa
effekter av kénscellsskadande cancerbehandlingar.

Resultat fran projektet
Vi har anvant vara tidigare faststallda referensvarden for mangden testikulara stamceller for att
studera inverkan av olika sjukdomar och negativa effekter av gonadotoxiska behandlingar pa
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stamcellsmangden i testikelprover fran prepubertala pojkar (0,8—15,6 ar), vilka ingar i NORDFERTIL-
studiekohorten. | detta avseende har sambandet mellan bortfallet av den extracelluldra
komponenten Laminin alfa 1 och bortfallet av kdnsceller i testikelvavnadsprover under 21 dagar i
kultur studerats. Vidare anvandes humana testikelorganoider for att studera de somatiska celler som
behovs for konscellsdifferentiering i testikelvavnadsproverna. De forsta resultaten visar en kritisk roll
for SOX9-uttrycket i Sertoli-celler i prepubertala vavnadsprover for att mojliggéra organoidbildning.
Uttrycket av SOX9 korrelerar med behandlingsdoserna av alkyleringsmedel, vilket illustrerar effekten
av dessa behandlingar pa testikelns stamcellsnisch. Nar det géller effekten av olika behandlingar pa
undergrupper av stamceller, studerade vi uttrycket av sex olika markorer i testikelvdvnadsprover fran
31 pojkar med hjalp avimmunfluorescensfargning. Gener uttryckta av specifika stamceller
identifierades med hjalp av publicerade RNA-sekvenseringsdata. | 6verensstammelse med dessa
RNA-sekvenseringsdata kunde vi identifiera hogre antal av olika celler i den dldre patientgruppen (3—
12 ar). For att studera behandlingsrelaterade effekter pa cell-subtyperna grupperar vi patienterna i
tre olika behandlingsgrupper. De forsta resultaten bekraftar den negativa rollen av alkyleringsmedel
med behandlingsdoser av en cyklofosfamid-ekvivalentdos 6ver 4000 mg/m2 for vissa celler, medan
andra celler verkar vara mer resistenta. Just nu utvarderar vi uttrycket av de sex markorerna i fler
testikelvavnadsprover, for att pavisa den potentiella effekten av alder i testikelprover erhallna fran
pojkar behandlade med alkylerande och icke-alkylerande medel.

Undersokning av nya maltavlor att forbattra immunterapi i hogrisk neuroblastom

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Yumeng Mao

Forvaltande organ: Uppsala universitet

Projekttid: 2020-01-01 - 2022-12-31

Beviljat belopp: 1500 000 kr

Populdrvetenskaplig sammanfattning pa svenska

Den kliniska framgang som uppnatts med immunaktiverande antikroppar fér behandling av vissa
solida cancerformer har lett till att vi nu gatt in i en tid dar immunterapi kommer att ingad som en del
av standardbehandlingen for allt fler cancerpatienter. For patienter med hogrisk-neuroblastom ar
dock framtidsutsikterna for att fa ta av denna typ av behandling sémre, eftersom det saknas kunskap
om hur immunsystemet kanner igen tumorcellerna. | detta projekt kommer vi att samarbeta med
experter pa ScilifeLab for att stanga av varje gen i taget i neuroblastom-cancercellerna och bedéma
om detta gynnar eller motverkar immunsystemets férmaga att kdnna igen cancercellerna. Projektet
kommer att anvdanda en ny teknik dar man kan modifiera genomet pa utvalda positioner samt dven
ett unikt samkultursystem med manskliga immunceller och neuroblastomceller. Vi tror att detta
projekt kommer att ge viktig kunskap om interaktionen mellan immunsystemet och neuroblastom-
cellerna och darmed paskynda utvecklingen avimmunterapi foér neuroblastompatienter.

Resultat fran projektet

Den kliniska framgang som uppnatts med immunaktiverande antikroppar fér behandling av vissa
solida cancerformer har lett till att vi nu gatt in i en tid dar immunterapi kommer att ingad som en del
av standardbehandlingen for allt fler cancerpatienter. For patienter med hégrisk-neuroblastom (NB)
ar dock framtidsutsikterna for att fa ta av denna typ av behandling simre, eftersom det saknas
kunskap om hur immunsystemet kdnner igen tumorcellerna. | detta projekt har vi stangt av varje gen
i taget i neuroblastom-cancercellerna och beddéma om detta gynnar eller motverkar immunsystemets
formaga att kdnna igen cancercellerna. Vi sag att en gen fungerar som 'forfattare' av andra gener i NB
cancerceller minskar effekter avimmunaktiverande antikroppar. Nar denna gen skars av i NB-
cancerceller blev tumoérerna mindre hos méssen pa grund av battre immunforsvar mot cancerceller.
Hos NB patienter med mindre av denna gen sag vi signifikant langre progressionsfri och total
overlevnad. Vi tror att detta projekt har gett viktig kunskap om interaktionen mellan immunsystemet
och neuroblastom-cellerna och ddarmed har potential att bidra till utvecklingen avimmunterapi foér
neuroblastompatienter pa lang sikt.
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Kan blockering av “don’t eat me” signalen CD24 anvandas som terapi mot
medulloblastom?

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Anna Darabi

Forvaltande organ: Lunds universitet

Projekttid: 2020-01-01 - 2022-12-31

Beviljat belopp: 1680 000 kr

Populdrvetenskaplig sammanfattning pa svenska

De senaste forskningsronen visar att tumorer uttrycker “don’t eat me” signaler for att undvika att
avdodas av makrofager. Makrofagen ar en immuncell vars funktion ar att ospecifikt dta upp tex
cancerceller, samt utséndra olika @mnen som verkar celldédande. Makrofager signalerar dven till
andra immunceller, sk. T-celler att hjalpa till att doda cancercellen. Men tumorer anvdander dven
makrofager till att rikta om immunférsvaret till sin egen fordel. | kliniska férsok, samt i djurmodeller
har man visat att immunterapi dar”don’t eat me” signaler blockeras ar effektivt mot vissa
cancerformer. Proteinet CD24 har visat sig vara en "don’t eat me” signal i vissa former av cancer,
men detta dr dnnu inte visat i pediatriska hjarntumaérer. Medulloblastom (MB) ar den vanligaste av
de elakartade hjarntumérerna hos barn. Dagens behandling botar ca 60%, men bieffekterna ar
allvarliga och ger bestaende men. Immunterapi ar en ny behandlingsform som ger mindre
biverkningar. Vi har i tidigare studier visat att MB uttrycker hoga mangder av CD24, och uttrycket
efterliknar sma vesiklar. Detta unika uttryck aterfanns i tumoren, pa odlade tumorceller samt i en
djurmodell. Funktionen av CD24 i just MB &r annu inte kand. Celler utséndrar vesiklar av olika storlek
for att utbyta information. Tumorceller kan daven anvanda sig av vesiklar for att modulera
immunsystemet till sin egen fordel eller till att sprida sig. Vi vill nu underséka om det unika uttrycket
av CD24 ar sk mikrovesiklar, samt om vi kan blockera CD24 och darmed 6ka makrofagmedierad
avdodning. Vara prelimindra data visar att MB uttrycker flera kdnda gener for mikrovesiklar. Vi kan
dven se att en undergrupp av MB har extra manga makrofager. Mal: Vi vill kartldgga sambandet
mellan CD24 och mikrovesiklar i MB, samt blockera interaktionen mellan CD24 och makrofager.
Informationen okar forstaelsen for hur CD24 sprids mellan celler och hur blockering av CD24 kan
anvandas for malinriktad terapi mot elakartade hjarntumérer hos barn.

Resultat fran projektet

Tumorer kan uttrycka “don’t eat me” signaler pa sin yta for att undvika att avdddas av makrofager.
Makrofagen ar en immuncell vars funktion ar att ospecifikt dta upp tex cancerceller, samt utséndra
olika @mnen som verkar celldédande. Men tumdrer anvander dven makrofager till att rikta om
immunforsvaret till sin egen fordel, sa kallade immunsuppressiva makrofager. | kliniska forsok, samt i
djurmodeller har man visat att immunterapi dar “don’t eat me” signaler blockeras ar effektivt mot
vissa cancerformer. Proteinet CD24 har visat sig vara en "don’t eat me” signal i vissa former av
cancer, men detta ar annu inte visat i pediatriska hjarntumaorer. Medulloblastom (MB) ar den
vanligaste av de elakartade hjarntumorerna hos barn. Vi har i tidigare studier visat att MB uttrycker
héga méngder av CD24, och uttrycket efterliknar sma vesiklar/granula. Celler utséondrar
vesiklar/granula av olika storlek f6r att utbyta information. Tumérceller kan dven anvinda sig av
dessa strukturer fér att modulera immunsystemet till sin egen fordel eller till att sprida sig. Vara
resultat visar att hogt CD24-uttryck i MB ar kopplat till hog celldelning. Pa odlade tumérceller ser vi
att cellgiftet mitoxantron har férmaga att hamma tumorcellsdelning samt paverka CD24 och olika
andra proteiner som ar kopplat till CD24, inklusive stressgranula. Vi ser dven att
mitoxantronbehandlade tumorceller battre ats upp av makrofager an obehandlade tumorceller. Nar
vi ger mitoxantron till m6ss med hjarntumor, genom att ge drogen via en pump direkt in i tumoren,
sa kan vi minska tumorstorleken och forlanga 6verlevnaden. Effekten behéver dock forstarkas.
Mitoxantronbehandling leder till en minskning avimmunsuppressiva makrofager samt en férandring
av stressgranula i behandlade tumorer. Terapier som riktar sig mot tumérmikromiljon, sa som olika
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former avimmunmodulerande terapier ar viktiga att beforska da tumérmikromiljén ar mer generell
och delas mellan manga olika tumérformer.

Pa jakt efter nya maltavlor féor immunterapi i neuroblastom

Anslagstyp: Barncancerforskartjanst (Forskarassistenttjanst)
Anslagsansvarig: Yumeng Mao

Forvaltande organ: Uppsala universitet

Projekttid: 2019-09-01 - 2023-08-31

Beviljat belopp: 3674 826 kr

Populdrvetenskaplig sammanfattning pa svenska

Den kliniska framgang som uppnatts med immunaktiverande antikroppar fér behandling av vissa
solida cancerformer har lett till att vi nu gatt in i en tid dar immunterapi kommer att ingd som en del
av standardbehandlingen for allt fler cancerpatienter. For patienter med hogrisk-neuroblastom ar
dock framtidsutsikterna for att fa ta av denna typ av behandling sdmre, eftersom det saknas kunskap
om hur immunsystemet kanner igen tumorcellerna. | detta projekt kommer vi att samarbeta med
experter pa ScilifeLab for att stdnga av varje gen i taget i neuroblastom-cancercellerna och bedéma
om detta gynnar eller motverkar immunsystemets férmaga att kdnna igen cancercellerna. Projektet
kommer att anvdanda en ny teknik dar man kan modifiera genomet pa utvalda positioner samt dven
ett unikt samkultursystem med manskliga immunceller och neuroblastomceller. Vi tror att detta
projekt kommer att ge viktig kunskap om interaktionen mellan immunsystemet och neuroblastom-
cellerna och darmed paskynda utvecklingen avimmunterapi for neuroblastompatienter.

Resultat fran projektet

Den kliniska framgang som uppnatts med immunaktiverande antikroppar fér behandling av vissa
solida cancerformer har lett till att vi nu gatt in i en tid dar immunterapi kommer att inga som en del
av standardbehandlingen for allt fler cancerpatienter. For patienter med hégrisk-neuroblastom (NB)
ar dock framtidsutsikterna for att fa ta av denna typ av behandling simre, eftersom det saknas
kunskap om hur immunsystemet kdnner igen tumorcellerna. | detta projekt har vi stangt av varje gen
i taget i neuroblastom-cancercellerna och bedéma om detta gynnar eller motverkar immunsystemets
formaga att kdnna igen cancercellerna. Vi sag att en gen fungerar som 'forfattare' av andra gener i NB
cancerceller minskar effekter avimmunaktiverande antikroppar. Nar denna gen skars av i NB-
cancerceller blev tumoérerna mindre hos méssen pa grund av battre immunfoérsvar mot cancerceller.
Hos NB patienter med mindre av denna gen sag vi signifikant langre progressionsfri och total
overlevnad. Vi tror att detta projekt har gett viktig kunskap om interaktionen mellan immunsystemet
och neuroblastom-cellerna och darmed har potential att bidra till utvecklingen avimmunterapi for
neuroblastompatienter pa lang sikt.

Slutrapporter fran projekt beviljade 2020

Team Rynkeby-fondens donation till Barncancerfonden under 2020 uppgick till 32 032 795 kr. Detta
bidrag motsvarar det som beviljades till samtliga forskningsprojekt inom diagnosen CNS-tumorer
(hjarntumorer). Nedan presenteras inkomna slutrapporter fran de forskningsprojekt av ovan som éar
slutrapporterade under 2023.

Betydelsen av mikrogliaceller i barnhjarntumoren diffust ponsgliom

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Bertrand Joseph
Forvaltande organ: Karolinska institutet
Projekttid: 2021-01-01 - 2022-12-31
Beviljat belopp: 1 000 000 kr
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Populdrvetenskaplig sammanfattning pa svenska

Hundra barn per ar drabbas av en hjarntumor i Sverige och cirka en tiondel av dessa ar diffusa
ponsgliom (DIPG). Overlevnaden hos barn som drabbats av en hjarntumor har ékat stadigt de
senaste decennierna, men DIPG sticker ut med den i sarklass simsta prognosen. De allra flesta har
dott 2 ar efter diagnos. DIPG drabbar varken spadbarn eller vuxna, vilket avsldjar att tumoren ar
starkt beroende av vissa utvecklingsstadier i hjarnan for att uppsta. Biopsier fran DIPG har ocksa
avslojat att dessa tumaorer ar sinsemellan olika, och att de skiljer sig fran andra héggradiga gliom i
flera vasentliga avseenden. Mikrogliaceller, hjarnans immunceller, dr inblandade i hjarnans
utveckling och dess underhall under hela livet. Det har ocksa visat sig att hjarncancercellerna kan
dnvanda mikrogliaceller till deras fordel och for att expandera. Studier om tumaorernas mikromiljo
och kommunikationen mellan intilliggande celler, inklusive mikroglia, har 6kat exponentiellt de
senaste aren, men ar dnnu inte utforskade nar det kommer till DIPG. Tills nu, har huvuddelen av
forskningen om DIPG varit enbart fokuserad pa cancercellerna.Vi ar 6vertygade om att utvidgningen
av undersokningarna till mikrogliaceller kommer att 6ka var forstaelse fér DIPG-biologi och 6ppna
nya terapeutiska mojligheter. Nu, vill vi undersdka betyldelsen av mikrogliaceller i DIPG-utverkling,
och om manipulering av mikrogliaceller kan anvdndas for att bekdmpa DIPG tumorer.

Resultat fran projektet

Hundra barn per ar drabbas av en hjarntumor i Sverige och cirka en tiondel av dessa ar diffusa
ponsgliom (DIPG). Overlevnaden hos barn som drabbats av en hjarntumor har ékat stadigt de
senaste decennierna, men DIPG sticker ut med den i sarklass simsta prognosen. De allra flesta har
dott 2 ar efter diagnos. DIPG drabbar varken spadbarn eller vuxna, vilket avsldjar att tumoren ar
starkt beroende av vissa utvecklingsstadier i hjarnan for att uppsta. Biopsier fran DIPG har ocksa
avslojat att dessa tumorer ar sinsemellan olika, och att de skiljer sig fran andra héggradiga gliom i
flera vasentliga avseenden. Mikrogliaceller, hjarnans immunceller, ar inblandade i hjarnans
utveckling och dess underhall under hela livet. Det har ocksa visat sig att hjarncancercellerna kan
anvanda mikrogliaceller till deras férdel och for att expandera. Studier om tumadrernas mikromiljo
och kommunikationen mellan intilliggande celler, inklusive mikroglia, har 6kat exponentiellt de
senaste aren, men ar annu inte utforskade nar det kommer till DIPG. Tills nu, har huvuddelen av
forskningen om DIPG varit enbart fokuserad pa cancercellerna. Vi ar 6vertygade om att utvidgningen
av undersokningarna till mikrogliaceller kommer att 6ka var forstaelse fér DIPG-biologi och 6ppna
nya terapeutiska méjligheter. Tack vare stodet fran Barncarcernfonden, rapporterade vi nyligen att
hdamning av ett enzym in mikrogliaceller, EZH2, ett sa kallad H3K27-histonmetyltransferas leder till
mikrogliaceller utrycker antitumoreffekter (fri tillgang till vetenskaplig publikationen, doi:
10.1093/noajnl/vdab096.).

Modellering av stamcellsignalering i hjarntumorer

Anslagstyp: Projektanslag for barncancerforskning
Anslagsansvarig: Alexander Pietras

Forvaltande organ: Lunds universitet

Projekttid: 2021-01-01 - 2022-12-31

Beviljat belopp: 1400 000 kr

Populdrvetenskaplig sammanfattning pa svenska

Trots intensiv behandling med kirurgi och stralning aterkommer aggressiva gliom nastan ofelbart som
en obotbar och behandlingsresistent tumor. Resistens mot stralningsterapi ar ocksa en
nyckelegenskap for de celler i tumoren som ofta kallas cancerstamceller. Dessa celler har en sarskilt
omogen — stamcellslik — karaktar jamfort med de flesta tumorcellerna, och man tror att de
signalvagar som ligger bakom stamcellsegenskaperna hos de har cellerna ocksa ligger bakom
stralningsresistens. Hur dessa celler far sina sarskilda egenskaper ar bara delvis kédnt, och en djupare
forstaelse for de molekylara mekanismerna som ligger bakom stralningsresistens behévs for att hitta
effektiva terapeutiska vagar att hindra den. | detta projekt anvander vi modeller sarskilt anpassade
for studier av glioblastom hos barn for att 1) kartlagga signalvagarna som leder till aggressiva och
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stralningsresistenta tumorer och 2) utveckla och experimentellt testa en rad nya
behandlingsstrategier som bygger pa var tidigare forskning for att forhindra stralningsresistens i
barngliom. Vara preliminara studier visar att vanliga behandlingsmetoder sa som stralningsterapi i sig
kan paverka beteendet av hjarnans normala stodjeceller (som finns i stora mangder i tumdéren men
inte ar regelratta tumorceller). Vi kartlagger har den paverkan detta fenomen har pa faktiska
tumorcellers svar pa behandling, med forhoppningen att kunna identifiera nya mal for behandling
som kan bidra till att specifikt sla mot de s.k. cancerstamcellerna. | en andra del av projektet
undersoker vi de signalvagar som driver ponsgliom, en beslaktad och mycket aggressiv hjarntumor
som drabbar barn. Nya ron och vara egna preliminara studier visar pa samband mellan genetiska
fordandringar i ponsgliom och de signalvagar vi sedan tidigare studerat i glioblastom. Vi undersoker
har om dessa signalvagar kan hdammas som terapeutisk strategi for denna patientgrupp, som idag har
ett akut behov av nya behandlingsstrategier.

Resultat fran projektet

Projektet syftar till att forsta de mekanismer som styr hjarntumaércellers behandlingsresistens, med
sarskilt fokus pa sadana mekanismer som styrs av omkringliggande vavnad och normala celler i
tumorcellernas omgivning. Under anslagsperioden har vi fokuserat pa tva huvudomraden: 1)
Stralbehandlings inverkan pa tumdérens omkringliggande vavnad och hur denna paverkar tumérens
tillvaxtforutsattningar, samt 2) hur mutationer i ACVR1 bidrar till tumorvaxt i ponsgliom. Rorande
projektet om ponsgliom har vi under anslagsperioden genererat och forfinat de preliminara fynd som
ligger till grund fér den nuvarande ansokan: Hur kan vi forsta och na de nedstroms aktiverade
signalvagar som bidrar till tumorvaxt nar ACVR1 ar muterad? Vi 6nskar utveckla dessa fynd och
utvardera syrebristsignalering som ett maojligt behandlingsmal for dessa tumarer, som idag saknar
behandlingsalternativ. For det delprojekt som ror stralbehandlings inverkan pa tumoérens
omkringliggande vavnad har vi funnit att stralbehandling, genom sin effekt pa omkringliggande
vavnad, kan bidra till en tumorframjande miljé som i sin tur bidrar till tumorens resistens mot
stralbehandling. Dessa fynd har publicerats.

Slutrapporter fran projekt beviljade 2021

Team Rynkeby-fondens donation till Barncancerfonden under 2021 uppgick till 28 989 193 kr. Detta
bidrag motsvarar samtliga beviljade forskningsprojekt 2021 inom sena komplikationer och klinisk
forskning samt stodet till vardplaneringsgruppen for langtidsuppféljning efter barncancer.

Skolors kunskapsbehov kring barncancer och skolprestation efter leukemi och

lymfom

Anslagstyp: Barncancerforskningspostdoktortjanst
Anslagsansvarig: Malin Lonnerblad

Forvaltande organ: Uppsala universitet

Projekttid: 2021-09-01 - 2023-08-31

Beviljat belopp: 1497 600 kr

Populdrvetenskaplig sammanfattning pa svenska

Det 6vergripande syftet med projektet ar att fraimja larandet hos barn behandlade for cancer, dels
genom att undersoka vilken kunskap skolor 6nskar for att kunna ge elever som behandlats for
barncancer goda forutsattningar for larande och dels genom att skapa en 6kad férstaelse om hur
barn som behandlats for leukemi eller lymfom presterar i arskurs 9. En handfull studier har visat att
larare som undervisat barn som behandlats for cancer har uttryckt att de saknar kunskap om hur de
ska anpassa undervisningen for denna grupp av elever. Andra studier har ocksa visat att barn som
behandlats for cancer ofta presterar simre an sina jamnariga i skolan. Projektet bestar av tva delar. |
den forsta delen kommer ungefar 10 semistrukturerade intervjuer med
larare/specialldrare/specialpedagoger att genomféras och transkriberas. Denna data kommer att
analyseras for att identifiera olika teman kring vilken kunskap de intervjuade 6nskar for att kunna ge

26

Transaktion 09222115557511605801 Signerat OM, JS




barn som behandlats for cancer sa goda forutsattningar som maojligt for lararande. | den andra delen
kommer redan insamlad data att analyseras rérande cirka 700 barn fodda 1988 -1996 och som
behandlats for leukemi eller lymfom och cirka fem ganger sa manga kontroller som matchats efter
fodelsear, kon och bostadsomrade. Denna data ar inhdmtad fran Svenska Barncancerregistret och
Statistiska Centralbyran och innehaller medicinsk information samt information om slutbetyg och
nationella prov fran arskurs nio, gymnasiebehérighet, val av gymnasieinriktning, alder vid skolavslut
och foraldrars utbildning. Studierna ar viktiga for att 6ka kunskapen bland annat i skolan kring elever
som behandlats for cancer. Stérre registerstudier om hur det gar i skolan for barn som behandlats for
leukemi och lymfom har tidigare gjorts i bade Finland och Danmark men annu inte i Sverige. Da
barncanceréverlevare i hog grad riskerar svarigheter i skolan och larare ofta kdnner sig oférberedda
att mota deras behov behévs mer kunskap inom omradet.

Resultat fran projektet

Det 6vergripande syftet med projektet var att framja larandet hos barn behandlade for cancer, dels
genom att undersoka vilken kunskap skolor 6nskar for att kunna ge elever som behandlats for
barncancer goda forutsattningar for larande och dels genom att skapa en 6kad forstaelse om hur
barn som behandlats for leukemi eller lymfom presterar i arskurs 9. Tidigare studier har visat att
larare som undervisat barn som behandlats for cancer har uttryckt att de saknar kunskap om hur de
ska anpassa undervisningen for denna grupp av elever. Andra studier har ocksa visat att barn som
behandlats for cancer ofta presterar simre an sina jamnariga i skolan. Projektet har bestatt av tva
delar. | den forsta delen har 21 semistrukturerade intervjuer med
ldrare/specialldrare/specialpedagoger genomforts och transkriberas. Dessa data dr under analys for
att identifiera olika teman kring vilken kunskap de intervjuade onskar for att kunna ge barn som
behandlats for cancer sa goda férutsattningar som mojligt for lararande. | den andra delen av
projektet har registerdata analyserats kring skolprestationer i arskurs 9 fér barn som behandlats for
lymfom, akut lymfatisk leukemi (ALL) eller akut myeloisk leukemi (AML) och cirka fem ganger sa
manga kontroller som matchats efter fodelsear, kon och bostadsomrade. Resultaten fran en
publicerad artikel om barn som behandlats for lymfom (bade Hodgkins och Non-Hodgkins) visar att
de fick sdmre betyg i idrott &n kontrollerna, medan det inte var nagon skillnad i betyg for amnena
svenska, engelska eller matematik. | enbart gruppen som behandlats fér Hodgkins lymfom var det
dock fler som fick underkant i matematik jamfért med kontrollgruppen. Prelimindra och annu ej
publicerade resultat fran barn som behandlats fér AML och ALL visar att det precis som for barnen
som behandlats for lymfom finns en risk for simre betyg i vissa av skoldamnena.

Somatostatin-receptor-baserad riktad stralbehandling vid recidiverat eller
refraktdrt neuroblastom

Anslagstyp: Kliniskt projektanslag for barncancerforskning
Anslagsansvarig: Jakob Stenman

Forvaltande organ: Karolinska institutet

Projekttid: 2022-01-01 - 2022-12-31

Beviljat belopp: 500 000 kr

Populdrvetenskaplig sammanfattning pa svenska

Neuroblastom ar den enskilt vanligaste och mest ogynnsamma tumadren hos barn. Trots hogintensiv
multimodal behandling sa ar langtidsoverlevnaden i hog-risk neuroblastom fortsattningsvis ca 50%
och chanserna till 6verlevnad efter sjukdomsaterfall ar sma. Studier baserade pa immun-histokemi
har pavisat uttryck av alla kinda somatostatinreceptorer SSTR 1-5 i neuroblastom och SSTR 2 uttrycks
dven vid recidiv samt vid behandlingsrefraktar sjukdom. SSTR2 utgor darmed ett molekylart mal for
riktad behandling. Malriktad stralbehandling med det radioaktiva somatostatinanalog-konjugatet
177Lutetium-DOTATATE (LuDO), som binder till SSTR 2, har blivit en etablerad behandling for
neuroendokrina tumorer i bukorganen hos vuxna och en multicenterstudie for att testa

behandlingen pa barn forbereds som bast. En fas I-lla studie pa malriktad stralbehandling med LuDO
vid recidiverat neuroblastom hos barn har nyligen genomférts pa University College London Hospitals
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(UCLH). Man visade att behandlingen var trygg, men uppnadde inte den forvantade effekten. Den nu
foreslagna studien syftar till att genomfora en fas Il lakemedelsstudie pa LuDO behandling av barn
med recidiverat eller behandlingsrefraktart hogrisk neuroblastom. Studien utnyttjar ett intensifierat
dosprotokoll hir hela behandlingen ges inom endast 2, jamfért med 24 veckor, for att uppna en
maximal effekt pa den ofta snabbt framskridande sjukdomen. Denna strategi kraver en beredskap for
autolog stamcellstransplantation hos alla patienter, men férvantas inte 6ka risken for
langtidsbiverkningar, da den totala straldosen ar oférandrad. Studien kommer att genomféras som
en nordisk multicenterstudie, ledd av Karolinska universitetssjukhuset. Malet for studien ar att bidra
till en forbattrad overlevnad vid hogrisk neuroblastom genom att utveckla en ny typ av malriktad
behandling som, om den visar sig effektiv, kunde ersitta den externa stralbehandlingen i framtida
internationella behandlingsprotokoll.

Resultat fran projektet

Neuroblastom ar den vanligaste och mest ogynnsamma tumaoren hos barn. Trots hogintensiv
multimodal behandling &r langtidséverlevnaden endast 50% och chanserna till verlevnad efter
sjukdomsaterfall ar sma. Pre-kliniska studier har pavisat uttryck av somatostatinreceptor SSTR-2 i
bade primartumorer och metastaser vid neuroblastom. SSTR-2 utgér darmed ett molekylart mal fér
riktad behandling. Malriktad stralbehandling med det radioaktiva somatostatinanalog-konjugatet
177-Lutetium-DOTATATE (LuDO), som binder till SSTR-2, har blivit en etablerad behandling for
neuroendokrina tumoérer i bukorganen hos vuxna. En fas 1-2a studie pa malriktad stralbehandling
med LuDO vid recidiverat neuroblastom hos barn har genomforts pa University College London
Hospitals (UCLH). Man visade att behandlingen var trygg, men uppnadde inte den férvantade
effekten. Den nu pagdende LUDO-N studien ar en fas Il Iikemedelsstudie pa LuDO behandling av barn
med recidiverat eller behandlingsrefraktart hogrisk neuroblastom. Studien bygger pa resultaten fran
den tidigare studien vid UCLH och utnyttjar en individbaserad dosering for att maximera dosen hos
varje patient, samt ett intensifierat dosprotokoll har hela behandlingen ges inom endast 2 veckor, for
att uppna en maximal effekt pa den ofta snabbt framskridande sjukdomen. LuDO-N-studien har
Oppnat i alla skandinaviska lander, samt dartill i Litauen och Nederlanderna. Vi planerar att 6ppna
studien vid ytterligare tre centra i Storbritannien i borjan av 2024. Hittills har 5 patienter behandlats
och behandlingen verkar vara vél tolererad. Den forsta utvarderingen av behandlingseffekt planeras
under 2025. Malet for studien ar att bidra till en forbattrad overlevnad vid hogrisk neuroblastom.
Studien utgor redan nu ett alternativ for patienter med aterfall eller refraktar sjukdom, som hamnat
utanfor de standardiserade behandlingsprotokollen. Vi hoppas att denna behandling skall kunna inga
som en del av en effektiv behandling for neuroblastom i framtiden.

Akuta och sena biverkningar efter stralbehandling fore 18 ars alder

Anslagstyp: Barncancerforskarmanader for kliniker
Anslagsansvarig: Ulla Martinsson

Forvaltande organ: Uppsala universitet

Projekttid: 2021-09-01 - 2023-08-31

Beviljat belopp: 415 500 kr

Populdrvetenskaplig sammanfattning pa svenska

Vid beslut om stralbehandling tas alltid hansyn bade till positiva och negativa effekter av
behandlingen. Nar det géller de negativa bieffekterna, som skador pa frisk vavnad och organsystem
liksom risk for sekundéara cancrar, skiljer sig barnen fran vuxna genom att bieffekterna oftast blir
allvarligare pga av kansligare vavnad och att de far leva med dem en langre tid. Idag saknas data for
att bra kunna uppskatta dos-effektsamband vid straloehandling mot frisk vdvnad hos barn, f.f.a. i
lagre dosnivaer. Detta gor det svart att bedéma hur allvarliga bieffekterna blir i det enskilda fallet. |
Sverige registreras sedan 2008 data for alla stralbehandlade barn i Radtox-registret. Idag dr 1131
behandlingar registrerade i vart register. Vi registrerar tekniska data om stralbehandlingen,
detaljerade data avseende doser till sjdlva tumoren och till olika riskorgan samt de biverkningar
barnen far akut och pa langre sikt (1, 3, 5, 10 ar osv efter stralbehandlingen) enligt ett internationellt
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formular. Mer kunskap om dos-effektsamband pa normalvavnad och i olika aldrar, kommer att ge oss
ett verktyg att optimera stralbehandlingen. Det utvecklas nu olika behandlingsmodeller sdsom tex
IMRT, TomoTerapy® och protonbehandling med olika for- och nackdelar. Malet &r att kunna
forbattra tumorbehandlingsresultaten med farre och lindrigare sena bieffekter hos barnen. Med
utgangspunkt fran detta register, avser vi nu att under de kommande aren studera biverkningar hos
alla barn som fatt protonstralbehandling och férsoka relatera det till straldos till de olika organen. Vi
vill ocksa definiera vilka barn som bor remitteras for protonstralebehandling och vilka som hellre bor
behandlas med annan typ av stralbehandling. Vi kommer vidare att titta pa alla barn i registret for att
se hur manga som har fatt svara biverkningar (grad 3-4), relatera detta till straldos samt forsdka
avgora i vilken utstrackning ovrig behandling spelat en roll for uppkomsten.

Resultat fran projektet

Vid beslut om stralbehandling tas alltid hansyn bade till positiva och negativa effekter av
behandlingen. Nar det géller negativa bieffekter, skiljer sig barnen fran vuxna genom att
biverkningarna oftast blir allvarligare p.g.a. av kdnsligare vavnad och att de har langre kvarvarande
livslangd. Idag saknas data for att bra kunna uppskatta dos-effektsamband vid stralbehandling mot
frisk vavnad hos barn, speciellt i Iagre dosnivaer. | Sverige registreras sedan 2008 data for alla
stralbehandlade barn i Radtox-registret. Vi registrerar tekniska data om stralbehandlingen,
detaljerade data avseende doser till tumoéren och till olika riskorgan samt de biverkningar barnen har
direkt efter avslutad stralbehandling och pa langre sikt (1, 3, 5, 10 ar osv efter stralbehandlingen)
enligt ett validerat internationellt formular. Mer kunskap om dagens omfattning av biverkningar,
kommer att ge oss ett verktyg att optimera stralbehandlingen. Det utvecklas nu olika
behandlingsmodeller sdsom t.ex. protonstralbehandling med olika for- och nackdelar. Malet ar att
kunna forbattra tumorbehandlingsresultaten med farre och lindrigare sena biverkningar hos barnen.
Med utgangspunkt fran detta register, har vi nu studerat biverkningar hos de 212 barn som fatt
protonstralbehandling 2008-2019. En majoritet (58%) av barnen hade hjarntumoérer, foljt av tumorer
i kroppens stodjevavnader (sarkom, 26%). 25 barn hade svara (grad 3-4) biverkningar direkt efter
avslutad behandling och 15 barn hade svara kvarstaende biverkningar. De flesta av dessa hade mer
an en biverkan. Dessa biverkningar drabbade huden (1 patient), underhuden (4), muntorrhet (1),
illamaende/matleda (1), skelettet (7), leder (2), hjarnan (2), perifera nerver (1), 6gon (1) och
horsel/6ronsus (5). For vissa av dessa patienter var sannolikt operationer, medicinsk behandling (t.ex.
cellgifter) och tumdren sjalvt bidragande — eller mojligen ensam - orsak till symtomen, varfor antalet
patienter med svara biverkningar majligen ar lagre an 15.

Diagnostisering av virala och bakteriella infektioner hos barn med cancer och feber

Anslagstyp: Barncancerforskarmanader for kliniker
Anslagsansvarig: Anna Berggren

Forvaltande organ: Norrtalje sjukhus

Projekttid: 2021-09-01 - 2022-08-31

Beviljat belopp: 415 500 kr

Populdrvetenskaplig sammanfattning pa svenska

Infektionskomplikationer ar vanliga vid cancerbehandlingar och innebar ofta sjukhusvard. Trots att
orsken till infektionen ofta inte ar kdnd sa behandlas alla barn som kommer in med laga vita
blodkroppar och feber med bredspektrumantibiotika. Fran tidigare studier vet vi att barnen vardas i
genomsnitt 5-6 dagar for sin infektion. Vi vet att manga av infektionerna sannolikt orsakas av vanliga
luftvagsvirus men da de diagnostiska verktygen &r begransade sa véljer man oftast anda att behandla
mot bakterier med antibiotika. Férutom att antibiotikabehandlingen orsakar manga extra dagar pa
sjukhus for familjen sa 6kar risken for utveckling av resistenta bakterier och att man drabbas av svara
svampinfektioner. De diagnostiska verktygen for pavisandet av virus och bakterier behéver darfor
forbattras. Hos friska barn har forskare upptéckt att man med hjélp av metoder som tittar pa hur
gener uttrycks kan sarkilja pa infektioner som orsakas av bakterier och virus. Detta ar mojligt da vart
immunfoérsvar aktiveras olika vid desssa infektioner och detta kan avlasas i hur generna uttrycks. En
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sadan metod ska utvarderas i var studie. Var férhoppning ar att detta ska forbattra de diagnostiska
verktygen och pa sa satt korta behandlingtiden med antibiotika hos barn med virusinfektion. Det
skulle leda till ett minskat antal dagar spenderade pa sjukhus och minska risken for svampinfektioner
och utvecklingen av resistenta bakerier. For de barn som drabbas av en bakterieinfektion sa ar tidig
diagnostik viktig for att kunna optimera 6vervakning och i ett tidigt skede identifiera en forsamring.

Resultat fran projektet

| en forsta publicerad studie sa tittade vi pa immunsignaturer idenetifierade med RNA-sekvensering i
perifert blod hos barn med neutropen feber. | studien inkluderades 63 barn med neutropen feber.
RNA-sekvensering lyckades i 43 (68%) av episoderna men i de 6vriga 32% fanns for laga mangder
RNA vilket sannolikt berodde pa uttalade neutropeni (lagt antal vita blodkroppar). De barn med
tillrackligt med RNA delades in efter hur de kliniskt diagnostiserades; som virus (luftvagsvirus pavisat i
luftvag eller annat virus pavisat med typiska symtom) -, bakterie (positiv blododling)-, blandinfektion
eller okand etiologi och jamfordes med 12 kontrollprover fran oinfekterade barn under
cancerbehandling. Inga patogenspecifika immunsignaturer kunde urskiljas hos barn med neutropen
feber. Vi drog slutsatsen att blodtranskriptom analyser inte var lamplig for att bestdimma etiologin for
neutropen feber pa grund av for fa cirkulerande immunceller for att kunna genomféra en tillforlitlig
genuttrycksanalys. Publikation: Wahlund M, Sinha I, Broliden K, Saghafian-Hedengren S, Nilsson A,
Berggren A. The Feasibility of Host Transcriptome Profiling as a Diagnostic Tool for Microbial Etiology
in Childhood Cancer Patients with Febrile Neutropenia. Int J Mol Sci. 2020 Jul 26;21(15):5305. Aven
om resultaten i forsta studien var nedslaende var huvudmalet sedan att ga vidare att titta pa
uttrycket av tva specifika gener (FAMS89A och IFI44L) och deras formaga att skilja mellan bakteriella
och virala infektioner. Primarplanen var att utvardera detta prospektivt i en ny kohort och da ocksa i
saliv. Delvis pa grund av pandemin sa har det tagit langre tid 4n planerat att starta upp inkluderingen
av den nya kohorten av NF. Vi valde darfor att anvanda kohorten vi redan hade. Vi gjorde nya
gruppindelningar av de 43 inkluderade fallen genom att vi i tillagg till den mikrobiologiska/ kliniska
diagnostiken ovan dven la till CRP. Vi la dven ihop de barn med blandinfektion med de med
bakterieinfektion for att fa en storre grupp och battre power. Uttrycket av de bada generna (efter
RNA-sekvensering) raknades ihop till ett Disease Risk Score (DRS), for varje fall av neutropen feber.
ROC curve -analys tillampades for att se om DRS kunde identifiera odlingsverifierade
bakterieinfektioner samt troliga bakterieinfektioner. Troliga bakterieinfektioner pavisades med 88%
sensitivitet och 54% specificitet dar AUC var 0,80. Nar vi gjorde nya analyser avimmunsignaturer
kunde vi i bakteriegruppen se flera uppreglerade gener kopplade till ett bakteriellt immunsvar vilket
talar for att dven hos immunsupprimerade patienter sa kan ett specifikt immunsvar urskiljas. Dessa
resultat indikerar att denna metod ar anvandbar for att sarskilja bakteriella och virala infektioner hos
barn med cancer men behoéver valideras i storre kohorter. Publikation: Johannes Aasa, Eva Tiselius,
Indranil Sinha, Gunnar Edman, Martina Wahlund, Anna Nilsson, Anna Berggren The Applicability of a
2-Transcript Signature to Identify Bacterial Infections in Children with Febrile Neutropenia. Children
2023, 10(6), 966; https://doi.org/10.3390/children10060966

Slutrapporter fran projekt beviljade 2022

Team Rynkeby-fondens donation till Barncancerfonden under 2022 uppgick till 27 519 607 kr. Detta
bidrag motsvarar ett urval av de beviljade forskningsprojekten 2022 inom sena komplikationer och
klinisk forskning. Inga slutrapporter ar annu inkomna for dessa projekt.

Ytterligare presentation av forskning med st6d fran Barncancerfonden
Alla pagaende anslag inom dndamalet Forskning och utbildning presenteras pa Barncancerfondens
hemsida: https://www.barncancerfonden.se/barncancerforskning/pagaende-forskning/
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-02-27 09:36:05.831444 UTC ±169 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      85.224.21.235

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The initiator Louise Hammarbäck (LH) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-03-07 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-02-27 09:36:05.831444 UTC ±169 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ola.mattsson@barncancerfonden.se) to Ola Mattsson (OM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej 

Här kommer forskningsrapporten till Team Rynkeby som ska signeras.

/Louise

      


    

  



  

  

    		2024-02-27 09:36:05.831444 UTC ±169 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jens.schollin@oru.se) to Jens Schollin (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej 

Här kommer forskningsrapporten till Team Rynkeby som ska signeras.

/Louise

      


    

  



  

  

    		2024-02-27 09:36:08.744685 UTC ±169 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      35.176.92.98

      

        Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729)

      

    

    		

      

        The party Ola Mattsson (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 09:36:14.893114 UTC ±170 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ola Mattsson (OM) was delivered.

      


    

  



  

  

    		2024-02-27 09:36:14.92446 UTC ±170 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jens Schollin (JS) was delivered.

      


    

  



  

  

    		2024-02-27 09:38:05.813935 UTC ±177 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jens.schollin@oru.se was opened.

      


    

  



  

  

    		2024-02-27 09:43:06.610555 UTC ±197 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jens.schollin@oru.se was opened.

      


    

  



  

  

    		2024-02-27 09:43:11.220161 UTC ±197 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      94.254.37.7

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Safari/605.1.15

      

    

    		

      

        The party Jens Schollin (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 09:44:02.464724 UTC ±201 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      94.254.37.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.133 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Jens Schollin (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 09:44:49.823716 UTC ±204 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      94.254.37.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.133 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jens Schollin (JS) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		1		0.160		0.474



 

      


    

  



  

  

    		2024-02-27 09:44:49.823716 UTC ±204 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      94.254.37.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.133 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Jens Schollin (JS) changed the text in the text field “ID number” from 

  blank

 to 

  “194905286615”

.  

      


    

  



  

  

    		2024-02-27 09:45:01.804843 UTC ±205 ms

    		2024-02-27 08:54:29.609056 UTC

    		

      94.254.37.7

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/121.0.2277.133 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Jens Schollin (JS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "TK Forskningsrapport 2023" med transaktionsnummer 9222115557511605801.












Data returned from 

  the BankID network

:

  
Name: Jens Rolf Schollin

  
ID number: 

  194905286615



  
IP: 94.254.37.7
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-27 13:47:18.733949 UTC ±50 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      90.227.172.122

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/121.0.0.0 Safari/537.36 Edg/121.0.0.0

      

    

    		

      

        The party Ola Mattsson (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 13:48:00.632885 UTC ±51 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ola.mattsson@barncancerfonden.se was opened.

      


    

  



  

  

    		2024-02-27 13:48:01.921387 UTC ±51 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      90.227.172.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Ola Mattsson (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-02-27 13:48:48.827894 UTC ±52 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      90.227.172.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Ola Mattsson (OM) changed the text in the text field “ID number” from 

  blank

 to 

  “197403314953”

.  

      


    

  



  

  

    		2024-02-27 13:48:48.827894 UTC ±52 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      90.227.172.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Ola Mattsson (OM) signed in the signature box “signature 1”.
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		1		0.539		0.472



 

      


    

  



  

  

    		2024-02-27 13:49:05.145399 UTC ±52 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      90.227.172.122

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.3.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Ola Mattsson (OM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "TK Forskningsrapport 2023" med transaktionsnummer 9222115557511605801.












Data returned from 

  the BankID network

:

  
Name: OLA MATTSSON

  
ID number: 

  197403314953



  
IP: 90.227.172.122
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-02-27 13:49:05.145399 UTC ±52 ms

    		2024-02-27 12:54:36.609074 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.50 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.599%

		|e| < 5 ms: ≈99.739%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-01-16 21:15:43.691343 UTC and 2024-02-27 12:54:36.609074 UTC:







  		Time collected

  		Clock offset







  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  





  

    		2024-01-26 11:25:09.792592

    		1.7 ms

  





  

    		2024-01-26 12:25:11.428032

    		1.7 ms

  





  

    		2024-01-26 13:25:13.384254

    		0.8 ms

  





  

    		2024-01-26 14:25:15.445476

    		0.2 ms

  





  

    		2024-01-26 15:25:17.617156

    		1.9 ms

  





  

    		2024-01-26 16:25:20.534937

    		0.1 ms

  





  

    		2024-01-26 17:25:22.77589

    		-1.4 ms

  





  

    		2024-01-26 18:25:25.306702

    		3.2 ms

  





  

    		2024-01-26 19:25:28.051604

    		-2.6 ms

  





  

    		2024-01-26 20:25:31.092164

    		2.0 ms

  





  

    		2024-01-26 21:25:33.115173

    		2.7 ms

  





  

    		2024-01-26 22:25:35.588317

    		-1.0 ms

  





  

    		2024-01-26 23:25:37.295864

    		0.3 ms

  





  

    		2024-01-27 00:25:39.013663

    		-2.1 ms

  





  

    		2024-01-27 01:25:40.874695

    		2.1 ms

  





  

    		2024-01-27 02:25:42.639031

    		-1.0 ms

  





  

    		2024-01-27 03:25:44.413077

    		2.2 ms

  





  

    		2024-01-27 04:25:46.49733

    		1.0 ms

  





  

    		2024-01-27 05:25:48.939485

    		2.8 ms

  





  

    		2024-01-27 06:25:50.820937

    		1.2 ms

  





  

    		2024-01-27 07:25:52.39657

    		1.1 ms

  





  

    		2024-01-27 08:25:54.672816

    		3.1 ms

  





  

    		2024-01-27 09:25:56.307231

    		1.8 ms

  





  

    		2024-01-27 10:25:58.014015

    		2.6 ms

  





  

    		2024-01-27 11:25:59.638043

    		-0.6 ms

  





  

    		2024-01-27 12:26:02.125422

    		3.1 ms

  





  

    		2024-01-27 13:26:03.708404

    		-1.0 ms

  





  

    		2024-01-27 14:26:05.955989

    		-2.7 ms

  





  

    		2024-01-27 15:26:07.567602

    		-1.3 ms

  





  

    		2024-01-27 16:26:09.193611

    		0.6 ms

  





  

    		2024-01-27 17:26:10.858412

    		-0.4 ms

  





  

    		2024-01-27 18:26:12.395308

    		-0.7 ms

  





  

    		2024-01-27 19:26:15.116789

    		-0.2 ms

  





  

    		2024-01-27 20:26:16.717568

    		1.4 ms

  





  

    		2024-01-27 21:26:18.803923

    		-0.3 ms

  





  

    		2024-01-27 22:26:21.054759

    		1.9 ms

  





  

    		2024-01-27 23:26:22.972872

    		0.3 ms

  





  

    		2024-01-28 00:26:25.982346

    		1.5 ms

  





  

    		2024-01-28 01:26:28.828633

    		3.0 ms

  





  

    		2024-01-28 02:26:31.349379

    		3.3 ms

  





  

    		2024-01-28 03:26:32.913545

    		0.7 ms

  





  

    		2024-01-28 04:26:34.98071

    		0.4 ms

  





  

    		2024-01-28 05:26:36.6741

    		1.6 ms

  





  

    		2024-01-28 06:26:38.856918

    		2.8 ms

  





  

    		2024-01-28 07:26:41.930014

    		0.2 ms

  





  

    		2024-01-28 08:26:43.502659

    		2.9 ms

  





  

    		2024-01-28 09:26:45.15875

    		1.1 ms

  





  

    		2024-01-28 10:26:47.018157

    		0.3 ms

  





  

    		2024-01-28 11:26:48.881429

    		2.8 ms

  





  

    		2024-01-28 12:26:50.539431

    		0.9 ms

  





  

    		2024-01-28 13:26:53.199172

    		1.5 ms

  





  

    		2024-01-28 14:26:56.277562

    		0.3 ms

  





  

    		2024-01-28 15:26:57.669371

    		3.1 ms

  





  

    		2024-01-28 16:27:01.219239

    		2.9 ms

  





  

    		2024-01-28 17:27:03.070108

    		1.7 ms

  





  

    		2024-01-28 18:27:04.772104

    		1.0 ms

  





  

    		2024-01-28 19:27:06.697665

    		0.6 ms

  





  

    		2024-01-28 20:27:08.674808

    		1.0 ms

  





  

    		2024-01-28 21:27:10.630106

    		-1.1 ms

  





  

    		2024-01-28 22:27:12.416952

    		-2.7 ms

  





  

    		2024-01-28 23:27:14.3537

    		-0.1 ms

  





  

    		2024-01-29 00:27:16.684403

    		1.9 ms

  





  

    		2024-01-29 01:27:18.499536

    		1.7 ms

  





  

    		2024-01-29 02:27:21.336152

    		-1.5 ms

  





  

    		2024-01-29 03:27:23.589688

    		-1.7 ms

  





  

    		2024-01-29 04:27:26.095845

    		-1.0 ms

  





  

    		2024-01-29 05:27:27.600669

    		1.4 ms

  





  

    		2024-01-29 06:27:31.352176

    		-1.1 ms

  





  

    		2024-01-29 07:27:34.494991

    		-2.0 ms

  





  

    		2024-01-29 08:27:36.231903

    		0.5 ms

  





  

    		2024-01-29 09:27:37.803316

    		-0.9 ms

  





  

    		2024-01-29 10:27:39.631594

    		1.3 ms

  





  

    		2024-01-29 11:27:42.074225

    		0.0 ms

  





  

    		2024-01-29 12:27:43.85884

    		1.4 ms

  





  

    		2024-01-29 13:27:45.253794

    		-1.0 ms

  





  

    		2024-01-29 14:27:47.060734

    		2.9 ms

  





  

    		2024-01-29 15:27:48.89817

    		0.2 ms

  





  

    		2024-01-29 16:27:50.813807

    		1.4 ms

  





  

    		2024-01-29 17:27:52.33642

    		1.1 ms

  





  

    		2024-01-29 18:27:53.929355

    		-0.3 ms

  





  

    		2024-01-29 19:27:57.668002

    		-1.6 ms

  





  

    		2024-01-29 20:27:59.991401

    		0.4 ms

  





  

    		2024-01-29 21:28:02.190025

    		-0.5 ms

  





  

    		2024-01-29 22:28:05.213527

    		2.7 ms

  





  

    		2024-01-29 23:28:07.63733

    		1.4 ms

  





  

    		2024-01-30 00:28:09.7943

    		2.9 ms

  





  

    		2024-01-30 01:28:12.079041

    		2.1 ms

  





  

    		2024-01-30 02:28:14.058365

    		-1.9 ms

  





  

    		2024-01-30 03:28:16.450751

    		-1.2 ms

  





  

    		2024-01-30 04:28:19.197107

    		-1.7 ms

  





  

    		2024-01-30 05:28:21.376619

    		1.2 ms

  





  

    		2024-01-30 06:28:23.60055

    		-1.0 ms

  





  

    		2024-01-30 07:28:25.987898

    		-1.3 ms

  





  

    		2024-01-30 08:28:27.778365

    		-0.5 ms

  





  

    		2024-01-30 09:28:29.604862

    		1.1 ms

  





  

    		2024-01-30 10:28:31.707677

    		2.0 ms

  





  

    		2024-01-30 11:28:34.976864

    		2.3 ms

  





  

    		2024-01-30 12:28:36.510289

    		4.3 ms

  





  

    		2024-01-30 13:28:38.763475

    		0.3 ms

  





  

    		2024-01-30 14:28:41.026828

    		0.0 ms

  





  

    		2024-01-30 15:28:42.774455

    		2.1 ms

  





  

    		2024-01-30 16:28:44.377107

    		0.2 ms

  





  

    		2024-01-30 17:28:46.004612

    		0.3 ms

  





  

    		2024-01-30 18:28:47.723495

    		0.6 ms

  





  

    		2024-01-30 19:28:51.588165

    		2.5 ms

  





  

    		2024-01-30 20:28:53.388726

    		0.3 ms

  





  

    		2024-01-30 21:28:56.003214

    		-0.3 ms

  





  

    		2024-01-30 22:28:58.674487

    		-2.1 ms

  





  

    		2024-01-30 23:29:00.391065

    		-1.2 ms

  





  

    		2024-01-31 00:29:03.698765

    		0.4 ms

  





  

    		2024-01-31 01:29:06.228219

    		1.5 ms

  





  

    		2024-01-31 02:29:08.704073

    		2.0 ms

  





  

    		2024-01-31 03:29:11.284837

    		3.4 ms

  





  

    		2024-01-31 04:29:13.358149

    		-0.8 ms

  





  

    		2024-01-31 05:29:17.375465

    		0.2 ms

  





  

    		2024-01-31 06:29:21.626778

    		-3.5 ms

  





  

    		2024-01-31 07:29:23.486712

    		-1.6 ms

  





  

    		2024-01-31 08:29:26.394521

    		5.0 ms

  





  

    		2024-01-31 09:29:29.058722

    		4.0 ms

  





  

    		2024-01-31 10:29:30.824255

    		4.4 ms

  





  

    		2024-01-31 11:29:32.897613

    		0.6 ms

  





  

    		2024-01-31 12:29:35.451368

    		1.3 ms

  





  

    		2024-01-31 13:29:37.431584

    		2.1 ms

  





  

    		2024-01-31 14:29:38.967059

    		-1.5 ms

  





  

    		2024-01-31 15:29:40.551776

    		2.6 ms

  





  

    		2024-01-31 16:29:44.422642

    		-1.2 ms

  





  

    		2024-01-31 17:29:47.776399

    		-0.3 ms

  





  

    		2024-01-31 18:29:51.305119

    		-1.4 ms

  





  

    		2024-01-31 19:29:52.914046

    		0.2 ms

  





  

    		2024-01-31 20:29:56.093808

    		3.6 ms

  





  

    		2024-01-31 21:29:58.871792

    		-0.4 ms

  





  

    		2024-01-31 22:30:00.888108

    		0.9 ms

  





  

    		2024-01-31 23:30:03.592709

    		0.0 ms

  





  

    		2024-02-01 00:30:07.203741

    		-0.2 ms

  





  

    		2024-02-01 01:30:11.429662

    		-1.1 ms

  





  

    		2024-02-01 02:30:14.919081

    		-0.9 ms

  





  

    		2024-02-01 03:30:17.391121

    		-1.5 ms

  





  

    		2024-02-01 04:30:19.907571

    		-3.1 ms

  





  

    		2024-02-01 05:30:22.908141

    		0.2 ms

  





  

    		2024-02-01 06:30:25.977828

    		0.3 ms

  





  

    		2024-02-01 07:30:27.712774

    		2.3 ms

  





  

    		2024-02-01 08:30:29.404052

    		0.7 ms

  





  

    		2024-02-01 09:30:31.118271

    		1.6 ms

  





  

    		2024-02-01 10:30:33.086158

    		1.1 ms

  





  

    		2024-02-01 11:30:35.106072

    		11.4 ms

  





  

    		2024-02-01 12:30:37.031781

    		-0.2 ms

  





  

    		2024-02-01 13:30:38.744382

    		2.7 ms

  





  

    		2024-02-01 14:30:40.765805

    		1.3 ms

  





  

    		2024-02-01 15:30:42.423766

    		0.8 ms

  





  

    		2024-02-01 16:30:45.17175

    		0.3 ms

  





  

    		2024-02-01 17:30:48.925338

    		0.7 ms

  





  

    		2024-02-01 18:30:50.750364

    		1.7 ms

  





  

    		2024-02-01 19:30:53.112761

    		0.3 ms

  





  

    		2024-02-01 20:30:54.910134

    		2.6 ms

  





  

    		2024-02-01 21:30:57.231187

    		3.6 ms

  





  

    		2024-02-01 22:30:59.012449

    		2.4 ms

  





  

    		2024-02-01 23:31:01.873719

    		2.7 ms

  





  

    		2024-02-02 00:31:03.556955

    		0.5 ms

  





  

    		2024-02-02 01:31:05.687892

    		-0.1 ms

  





  

    		2024-02-02 02:31:07.56414

    		0.3 ms

  





  

    		2024-02-02 03:31:09.697843

    		-0.3 ms

  





  

    		2024-02-02 04:31:11.632861

    		0.1 ms

  





  

    		2024-02-02 05:31:13.350219

    		1.0 ms

  





  

    		2024-02-02 06:31:15.088581

    		-0.4 ms

  





  

    		2024-02-02 07:31:17.116594

    		0.3 ms

  





  

    		2024-02-02 08:31:19.123007

    		2.8 ms

  





  

    		2024-02-02 09:31:21.221532

    		0.2 ms

  





  

    		2024-02-02 10:31:23.067798

    		3.3 ms

  





  

    		2024-02-02 11:31:24.569366

    		1.6 ms

  





  

    		2024-02-02 12:31:26.254315

    		1.2 ms

  





  

    		2024-02-02 13:31:27.883208

    		0.0 ms

  





  

    		2024-02-02 14:31:30.035635

    		3.4 ms

  





  

    		2024-02-02 15:31:31.881356

    		0.2 ms

  





  

    		2024-02-02 16:31:35.6306

    		0.5 ms

  





  

    		2024-02-02 17:31:39.815223

    		0.4 ms

  





  

    		2024-02-02 18:31:41.640227

    		0.2 ms

  





  

    		2024-02-02 19:31:43.573039

    		-0.5 ms

  





  

    		2024-02-02 20:31:45.738951

    		1.6 ms

  





  

    		2024-02-02 21:31:48.552975

    		-0.7 ms

  





  

    		2024-02-02 22:31:52.506795

    		0.9 ms

  





  

    		2024-02-02 23:31:54.292771

    		1.0 ms

  





  

    		2024-02-03 00:31:56.513044

    		0.4 ms

  





  

    		2024-02-03 01:31:59.910968

    		1.5 ms

  





  

    		2024-02-03 02:32:02.040524

    		1.7 ms

  





  

    		2024-02-03 03:32:04.764387

    		0.0 ms

  





  

    		2024-02-03 04:32:08.253056

    		-0.5 ms

  





  

    		2024-02-03 05:32:09.939495

    		0.4 ms

  





  

    		2024-02-03 06:32:14.30761

    		0.8 ms

  





  

    		2024-02-03 07:32:16.445474

    		-0.3 ms

  





  

    		2024-02-03 08:32:18.114707

    		1.9 ms

  





  

    		2024-02-03 09:32:21.397662

    		0.0 ms

  





  

    		2024-02-03 10:32:23.308934

    		0.5 ms

  





  

    		2024-02-03 11:32:26.012773

    		-0.3 ms

  





  

    		2024-02-03 12:32:27.91668

    		-1.4 ms

  





  

    		2024-02-03 13:32:31.981199

    		-2.2 ms

  





  

    		2024-02-03 14:32:35.873741

    		-2.4 ms

  





  

    		2024-02-03 15:32:39.727725

    		-2.4 ms

  





  

    		2024-02-03 16:32:41.911391

    		0.7 ms

  





  

    		2024-02-03 17:32:43.766295

    		-0.2 ms

  





  

    		2024-02-03 18:32:45.767846

    		-1.5 ms

  





  

    		2024-02-03 19:32:47.479144

    		-2.4 ms

  





  

    		2024-02-03 20:32:49.952294

    		-4.5 ms

  





  

    		2024-02-03 21:32:52.858984

    		-3.2 ms

  





  

    		2024-02-03 22:32:54.700213

    		-0.5 ms

  





  

    		2024-02-03 23:32:56.995773

    		0.7 ms

  





  

    		2024-02-04 00:33:00.683513

    		0.2 ms

  





  

    		2024-02-04 01:33:02.745732

    		0.1 ms

  





  

    		2024-02-04 02:33:05.249641

    		-0.2 ms

  





  

    		2024-02-04 03:33:08.129744

    		-1.5 ms

  





  

    		2024-02-04 04:33:11.239821

    		2.3 ms

  





  

    		2024-02-04 05:33:13.271299

    		-1.2 ms

  





  

    		2024-02-04 06:33:15.609627

    		-0.7 ms

  





  

    		2024-02-04 07:33:18.529772

    		1.1 ms

  





  

    		2024-02-04 08:33:20.157491

    		1.9 ms

  





  

    		2024-02-04 09:33:22.238269

    		2.5 ms

  





  

    		2024-02-04 10:33:23.832973

    		1.9 ms

  





  

    		2024-02-04 11:33:25.435075

    		1.8 ms

  





  

    		2024-02-04 12:33:27.110374

    		0.2 ms

  





  

    		2024-02-04 13:33:29.297705

    		-0.3 ms

  





  

    		2024-02-04 14:33:31.78664

    		1.2 ms

  





  

    		2024-02-04 15:33:33.593892

    		-0.1 ms

  





  

    		2024-02-04 16:33:35.654533

    		-1.0 ms

  





  

    		2024-02-04 17:33:37.751284

    		0.2 ms

  





  

    		2024-02-04 18:33:40.1629

    		-1.6 ms

  





  

    		2024-02-04 19:33:42.490356

    		-1.0 ms

  





  

    		2024-02-04 20:33:44.391349

    		-0.4 ms

  





  

    		2024-02-04 21:33:46.519312

    		-0.1 ms

  





  

    		2024-02-04 22:33:48.381785

    		0.3 ms

  





  

    		2024-02-04 23:33:52.434722

    		0.8 ms

  





  

    		2024-02-05 00:33:54.572958

    		-0.4 ms

  





  

    		2024-02-05 01:33:58.618261

    		1.4 ms

  





  

    		2024-02-05 02:34:00.378418

    		-0.7 ms

  





  

    		2024-02-05 03:34:02.618172

    		-1.0 ms

  





  

    		2024-02-05 04:34:04.267559

    		-1.3 ms

  





  

    		2024-02-05 05:34:05.983539

    		2.8 ms

  





  

    		2024-02-05 06:34:07.557878

    		1.8 ms

  





  

    		2024-02-05 07:34:09.142649

    		0.9 ms

  





  

    		2024-02-05 08:34:11.510276

    		-0.1 ms

  





  

    		2024-02-05 09:34:13.126496

    		1.7 ms

  





  

    		2024-02-05 10:34:15.169202

    		6.4 ms

  





  

    		2024-02-05 11:34:17.186183

    		5.1 ms

  





  

    		2024-02-05 12:34:19.053393

    		3.0 ms

  





  

    		2024-02-05 13:34:21.029305

    		3.6 ms

  





  

    		2024-02-05 14:34:22.963217

    		2.9 ms

  





  

    		2024-02-05 15:34:24.62572

    		0.4 ms

  





  

    		2024-02-05 16:34:26.408701

    		-0.3 ms

  





  

    		2024-02-05 17:34:28.654409

    		1.3 ms

  





  

    		2024-02-05 18:34:31.603103

    		0.8 ms

  





  

    		2024-02-05 19:34:33.14687

    		-0.4 ms

  





  

    		2024-02-05 20:34:34.989668

    		-0.2 ms

  





  

    		2024-02-05 21:34:36.518198

    		0.0 ms

  





  

    		2024-02-05 22:34:38.154129

    		-1.0 ms

  





  

    		2024-02-05 23:34:41.257052

    		-0.9 ms

  





  

    		2024-02-06 00:34:43.537012

    		0.8 ms

  





  

    		2024-02-06 01:34:46.885123

    		0.8 ms

  





  

    		2024-02-06 02:34:49.711871

    		-1.2 ms

  





  

    		2024-02-06 03:34:52.476511

    		-1.3 ms

  





  

    		2024-02-06 04:34:54.126381

    		0.2 ms

  





  

    		2024-02-06 05:34:55.614671

    		-1.0 ms

  





  

    		2024-02-06 06:34:58.798961

    		0.2 ms

  





  

    		2024-02-06 07:35:00.361073

    		2.9 ms

  





  

    		2024-02-06 08:35:02.078938

    		-0.4 ms

  





  

    		2024-02-06 09:35:03.580828

    		1.4 ms

  





  

    		2024-02-06 10:35:05.194886

    		-4.7 ms

  





  

    		2024-02-06 11:35:06.770005

    		1.5 ms

  





  

    		2024-02-06 12:35:08.258423

    		5.9 ms

  





  

    		2024-02-06 13:35:09.799024

    		1.9 ms

  





  

    		2024-02-06 14:35:11.811963

    		-1.5 ms

  





  

    		2024-02-06 15:35:13.733511

    		-0.8 ms

  





  

    		2024-02-06 16:35:15.831718

    		-0.3 ms

  





  

    		2024-02-06 17:35:17.871426

    		-0.4 ms

  





  

    		2024-02-06 18:35:19.742027

    		-2.0 ms

  





  

    		2024-02-06 19:35:21.494618

    		1.1 ms

  





  

    		2024-02-06 20:35:23.642303

    		-1.6 ms

  





  

    		2024-02-06 21:35:25.213323

    		-1.4 ms

  





  

    		2024-02-06 22:35:27.410799

    		1.3 ms

  





  

    		2024-02-06 23:35:29.376647

    		-0.8 ms

  





  

    		2024-02-07 00:35:32.969564

    		-0.3 ms

  





  

    		2024-02-07 01:35:34.854007

    		1.8 ms

  





  

    		2024-02-07 02:35:38.579202

    		-0.8 ms

  





  

    		2024-02-07 03:35:40.891631

    		1.5 ms

  





  

    		2024-02-07 04:35:44.567165

    		0.4 ms

  





  

    		2024-02-07 05:35:47.474034

    		0.9 ms

  





  

    		2024-02-07 06:35:49.351256

    		0.6 ms

  





  

    		2024-02-07 07:35:51.36916

    		0.1 ms

  





  

    		2024-02-07 08:35:53.020175

    		-0.5 ms

  





  

    		2024-02-07 09:35:55.353071

    		1.9 ms

  





  

    		2024-02-07 10:35:56.994515

    		-1.4 ms

  





  

    		2024-02-07 11:35:58.759629

    		0.8 ms

  





  

    		2024-02-07 12:36:00.632628

    		4.6 ms

  





  

    		2024-02-07 13:36:03.000537

    		-0.1 ms

  





  

    		2024-02-07 14:36:04.863034

    		0.9 ms

  





  

    		2024-02-07 15:36:06.587654

    		1.5 ms

  





  

    		2024-02-07 16:36:09.288267

    		2.2 ms

  





  

    		2024-02-07 17:36:11.977456

    		2.6 ms

  





  

    		2024-02-07 18:36:13.676627

    		2.4 ms

  





  

    		2024-02-07 19:36:16.685043

    		-0.2 ms

  





  

    		2024-02-07 20:36:18.977854

    		-0.9 ms

  





  

    		2024-02-07 21:36:20.577245

    		0.3 ms

  





  

    		2024-02-07 22:36:22.150635

    		2.2 ms

  





  

    		2024-02-07 23:36:24.050595

    		-1.4 ms

  





  

    		2024-02-08 00:36:26.043543

    		0.1 ms

  





  

    		2024-02-08 01:36:27.945905

    		-3.0 ms

  





  

    		2024-02-08 02:36:30.172907

    		-1.8 ms

  





  

    		2024-02-08 03:36:31.922751

    		3.7 ms

  





  

    		2024-02-08 04:36:34.302388

    		4.4 ms

  





  

    		2024-02-08 05:36:36.99619

    		1.6 ms

  





  

    		2024-02-08 06:36:39.157913

    		0.5 ms

  





  

    		2024-02-08 07:36:41.838488

    		1.9 ms

  





  

    		2024-02-08 08:36:43.929505

    		2.9 ms

  





  

    		2024-02-08 09:36:46.059727

    		2.0 ms

  





  

    		2024-02-08 10:36:47.725584

    		0.7 ms

  





  

    		2024-02-08 11:36:50.686486

    		0.4 ms

  





  

    		2024-02-08 12:36:52.344845

    		0.3 ms

  





  

    		2024-02-08 13:36:54.080406

    		1.6 ms

  





  

    		2024-02-08 14:36:55.887353

    		0.2 ms

  





  

    		2024-02-08 15:36:57.715966

    		-0.9 ms

  





  

    		2024-02-08 16:36:59.636669

    		-0.9 ms

  





  

    		2024-02-08 17:37:01.973896

    		0.8 ms

  





  

    		2024-02-08 18:37:03.595042

    		1.0 ms

  





  

    		2024-02-08 19:37:05.475863

    		2.8 ms

  





  

    		2024-02-08 20:37:07.854294

    		2.1 ms

  





  

    		2024-02-08 21:37:10.636251

    		-0.5 ms

  





  

    		2024-02-08 22:37:14.894018

    		0.3 ms

  





  

    		2024-02-08 23:37:16.47041

    		1.4 ms

  





  

    		2024-02-09 00:37:17.963917

    		-0.8 ms

  





  

    		2024-02-09 01:37:20.328382

    		1.4 ms

  





  

    		2024-02-09 02:37:22.852061

    		-1.6 ms

  





  

    		2024-02-09 03:37:25.304204

    		0.7 ms

  





  

    		2024-02-09 04:37:26.928893

    		-0.9 ms

  





  

    		2024-02-09 05:37:29.722811

    		0.4 ms

  





  

    		2024-02-09 06:37:31.448842

    		1.1 ms

  





  

    		2024-02-09 07:37:33.279109

    		0.7 ms

  





  

    		2024-02-09 08:37:36.14488

    		2.7 ms

  





  

    		2024-02-09 09:37:39.049442

    		1.5 ms

  





  

    		2024-02-09 10:37:40.83388

    		2.9 ms

  





  

    		2024-02-09 11:37:43.302666

    		1.4 ms

  





  

    		2024-02-09 12:37:45.28228

    		-0.1 ms

  





  

    		2024-02-09 13:37:47.804465

    		2.2 ms

  





  

    		2024-02-09 14:37:49.398684

    		0.8 ms

  





  

    		2024-02-09 15:37:51.288984

    		-0.8 ms

  





  

    		2024-02-09 16:37:53.620151

    		-0.7 ms

  





  

    		2024-02-09 17:37:55.545906

    		0.2 ms

  





  

    		2024-02-09 18:37:57.613261

    		-0.2 ms

  





  

    		2024-02-09 19:38:01.320034

    		-0.8 ms

  





  

    		2024-02-09 20:38:03.644016

    		1.9 ms

  





  

    		2024-02-09 21:38:05.764315

    		-0.5 ms

  





  

    		2024-02-09 22:38:08.236999

    		2.3 ms

  





  

    		2024-02-09 23:38:10.261912

    		1.9 ms

  





  

    		2024-02-10 00:38:13.967055

    		0.4 ms

  





  

    		2024-02-10 01:38:16.289116

    		2.6 ms

  





  

    		2024-02-10 02:38:18.543386

    		0.0 ms

  





  

    		2024-02-10 03:38:21.731931

    		-0.6 ms

  





  

    		2024-02-10 04:38:26.236887

    		-0.1 ms

  





  

    		2024-02-10 05:38:28.134714

    		0.5 ms

  





  

    		2024-02-10 06:38:29.942975

    		1.3 ms

  





  

    		2024-02-10 07:38:31.728383

    		2.3 ms

  





  

    		2024-02-10 08:38:34.032968

    		1.6 ms

  





  

    		2024-02-10 09:38:35.893122

    		3.6 ms

  





  

    		2024-02-10 10:38:37.56041

    		3.0 ms

  





  

    		2024-02-10 11:38:39.723764

    		1.7 ms

  





  

    		2024-02-10 12:38:42.385572

    		-0.5 ms

  





  

    		2024-02-10 13:38:43.977019

    		0.2 ms

  





  

    		2024-02-10 14:38:45.773941

    		1.8 ms

  





  

    		2024-02-10 15:38:48.039884

    		0.8 ms

  





  

    		2024-02-10 16:38:50.004831

    		0.8 ms

  





  

    		2024-02-10 17:38:51.92245

    		1.1 ms

  





  

    		2024-02-10 18:38:53.894326

    		0.6 ms

  





  

    		2024-02-10 19:38:55.731848

    		-0.8 ms

  





  

    		2024-02-10 20:38:57.34631

    		-0.4 ms

  





  

    		2024-02-10 21:38:59.12842

    		0.1 ms

  





  

    		2024-02-10 22:39:00.76527

    		0.9 ms

  





  

    		2024-02-10 23:39:03.012313

    		-0.2 ms

  





  

    		2024-02-11 00:39:04.915853

    		0.1 ms

  





  

    		2024-02-11 01:39:07.131752

    		-1.5 ms

  





  

    		2024-02-11 02:39:10.501265

    		-0.2 ms

  





  

    		2024-02-11 03:39:12.954114

    		-1.2 ms

  





  

    		2024-02-11 04:39:16.306699

    		1.4 ms

  





  

    		2024-02-11 05:39:18.446773

    		0.8 ms

  





  

    		2024-02-11 06:39:20.555608

    		2.8 ms

  





  

    		2024-02-11 07:39:22.338573

    		1.1 ms

  





  

    		2024-02-11 08:39:25.365638

    		0.8 ms

  





  

    		2024-02-11 09:39:27.895221

    		0.9 ms

  





  

    		2024-02-11 10:39:29.760267

    		-0.3 ms

  





  

    		2024-02-11 11:39:32.002503

    		-0.4 ms

  





  

    		2024-02-11 12:39:33.871508

    		-1.4 ms

  





  

    		2024-02-11 13:39:35.852916

    		-1.3 ms

  





  

    		2024-02-11 14:39:37.551324

    		1.6 ms

  





  

    		2024-02-11 15:39:40.678458

    		-0.6 ms

  





  

    		2024-02-11 16:39:42.531425

    		-1.8 ms

  





  

    		2024-02-11 17:39:44.312793

    		-2.0 ms

  





  

    		2024-02-11 18:39:46.214138

    		-1.6 ms

  





  

    		2024-02-11 19:39:48.01517

    		-0.1 ms

  





  

    		2024-02-11 20:39:49.831035

    		2.1 ms

  





  

    		2024-02-11 21:39:51.529343

    		0.9 ms

  





  

    		2024-02-11 22:39:53.204807

    		1.1 ms

  





  

    		2024-02-11 23:39:55.400171

    		1.0 ms

  





  

    		2024-02-12 00:39:57.094805

    		1.0 ms

  





  

    		2024-02-12 01:39:58.782734

    		0.3 ms

  





  

    		2024-02-12 02:40:02.737704

    		-1.3 ms

  





  

    		2024-02-12 03:40:05.081502

    		0.2 ms

  





  

    		2024-02-12 04:40:06.935497

    		0.5 ms

  





  

    		2024-02-12 05:40:09.205184

    		3.9 ms

  





  

    		2024-02-12 06:40:10.833742

    		2.0 ms

  





  

    		2024-02-12 07:40:13.556961

    		-0.6 ms

  





  

    		2024-02-12 08:40:15.301836

    		-0.9 ms

  





  

    		2024-02-12 09:40:17.365619

    		-0.1 ms

  





  

    		2024-02-12 10:40:20.026646

    		1.9 ms

  





  

    		2024-02-12 11:40:21.795057

    		3.6 ms

  





  

    		2024-02-12 12:40:23.537473

    		4.1 ms

  





  

    		2024-02-12 13:40:25.054999

    		1.3 ms

  





  

    		2024-02-12 14:40:26.555462

    		2.4 ms

  





  

    		2024-02-12 15:40:28.118338

    		3.0 ms

  





  

    		2024-02-12 16:40:30.788629

    		3.6 ms

  





  

    		2024-02-12 17:40:33.450697

    		0.1 ms

  





  

    		2024-02-12 18:40:35.507427

    		-0.1 ms

  





  

    		2024-02-12 19:40:38.19334

    		-0.4 ms

  





  

    		2024-02-12 20:40:40.624415

    		1.2 ms

  





  

    		2024-02-12 21:40:42.682154

    		0.0 ms

  





  

    		2024-02-12 22:40:46.158826

    		1.7 ms

  





  

    		2024-02-12 23:40:47.808316

    		0.7 ms

  





  

    		2024-02-13 00:40:49.730309

    		-0.6 ms

  





  

    		2024-02-13 01:40:51.602833

    		-0.4 ms

  





  

    		2024-02-13 02:40:55.165608

    		0.0 ms

  





  

    		2024-02-13 03:40:59.60922

    		1.0 ms

  





  

    		2024-02-13 04:41:01.77451

    		1.6 ms

  





  

    		2024-02-13 05:41:03.786838

    		1.7 ms

  





  

    		2024-02-13 06:41:05.629889

    		-0.3 ms

  





  

    		2024-02-13 07:41:07.65086

    		1.5 ms

  





  

    		2024-02-13 08:41:10.17139

    		0.2 ms

  





  

    		2024-02-13 09:41:12.292843

    		2.5 ms

  





  

    		2024-02-13 10:41:14.258854

    		-0.6 ms

  





  

    		2024-02-13 11:41:16.404066

    		-1.7 ms

  





  

    		2024-02-13 12:41:18.471695

    		1.1 ms

  





  

    		2024-02-13 13:41:20.540792

    		0.3 ms

  





  

    		2024-02-13 14:41:23.434861

    		-0.3 ms

  





  

    		2024-02-13 15:41:25.569308

    		0.1 ms

  





  

    		2024-02-13 16:41:27.151688

    		0.4 ms

  





  

    		2024-02-13 17:41:29.95346

    		-0.1 ms

  





  

    		2024-02-13 18:41:33.667435

    		2.0 ms

  





  

    		2024-02-13 19:41:36.299339

    		-1.0 ms

  





  

    		2024-02-13 20:41:38.759251

    		0.8 ms

  





  

    		2024-02-13 21:41:40.513248

    		1.1 ms

  





  

    		2024-02-13 22:41:42.147484

    		0.9 ms

  





  

    		2024-02-13 23:41:45.24306

    		0.5 ms

  





  

    		2024-02-14 00:41:46.802206

    		-1.6 ms

  





  

    		2024-02-14 01:41:50.1084

    		-0.8 ms

  





  

    		2024-02-14 02:41:51.790688

    		-3.1 ms

  





  

    		2024-02-14 03:41:53.388578

    		-2.6 ms

  





  

    		2024-02-14 04:41:55.505413

    		1.7 ms

  





  

    		2024-02-14 05:41:58.14757

    		3.7 ms

  





  

    		2024-02-14 06:42:00.609675

    		2.3 ms

  





  

    		2024-02-14 07:42:02.607391

    		1.5 ms

  





  

    		2024-02-14 08:42:04.267933

    		0.7 ms

  





  

    		2024-02-14 09:42:06.934575

    		3.2 ms

  





  

    		2024-02-14 10:42:08.356614

    		2.9 ms

  





  

    		2024-02-14 11:42:10.298252

    		2.0 ms

  





  

    		2024-02-14 12:42:11.76307

    		4.5 ms

  





  

    		2024-02-14 13:42:14.601894

    		4.7 ms

  





  

    		2024-02-14 14:42:17.486759

    		1.3 ms

  





  

    		2024-02-14 15:42:19.586072

    		2.5 ms

  





  

    		2024-02-14 16:42:22.920093

    		1.7 ms

  





  

    		2024-02-14 17:42:25.842837

    		3.2 ms

  





  

    		2024-02-14 18:42:27.76081

    		-1.7 ms

  





  

    		2024-02-14 19:42:30.671734

    		1.1 ms

  





  

    		2024-02-14 20:42:32.522394

    		-2.3 ms

  





  

    		2024-02-14 21:42:35.687393

    		-1.9 ms

  





  

    		2024-02-14 22:42:38.239761

    		-0.5 ms

  





  

    		2024-02-14 23:42:40.186253

    		-0.6 ms

  





  

    		2024-02-15 00:42:41.810624

    		0.2 ms

  





  

    		2024-02-15 01:42:43.456825

    		-0.8 ms

  





  

    		2024-02-15 02:42:46.336648

    		1.1 ms

  





  

    		2024-02-15 03:42:49.042853

    		-1.3 ms

  





  

    		2024-02-15 04:42:52.059296

    		-0.1 ms

  





  

    		2024-02-15 05:42:54.237555

    		-0.7 ms

  





  

    		2024-02-15 06:42:56.593869

    		1.4 ms

  





  

    		2024-02-15 07:42:59.662576

    		0.2 ms

  





  

    		2024-02-15 08:43:01.312715

    		1.0 ms

  





  

    		2024-02-15 09:43:03.959031

    		2.5 ms

  





  

    		2024-02-15 10:43:07.337675

    		4.3 ms

  





  

    		2024-02-15 11:43:08.985367

    		-0.5 ms

  





  

    		2024-02-15 12:43:11.156839

    		3.2 ms

  





  

    		2024-02-15 13:43:12.810035

    		0.4 ms

  





  

    		2024-02-15 14:43:14.409592

    		1.7 ms

  





  

    		2024-02-15 15:43:16.691408

    		-0.3 ms

  





  

    		2024-02-15 16:43:19.52791

    		0.2 ms

  





  

    		2024-02-15 17:43:21.908791

    		1.0 ms

  





  

    		2024-02-15 18:43:24.636485

    		-2.9 ms

  





  

    		2024-02-15 19:43:27.249317

    		1.7 ms

  





  

    		2024-02-15 20:43:29.731557

    		-1.1 ms

  





  

    		2024-02-15 21:43:33.810297

    		2.1 ms

  





  

    		2024-02-15 22:43:35.755283

    		-0.9 ms

  





  

    		2024-02-15 23:43:37.616406

    		-2.7 ms

  





  

    		2024-02-16 00:43:40.126285

    		-0.3 ms

  





  

    		2024-02-16 01:43:41.665795

    		1.5 ms

  





  

    		2024-02-16 02:43:44.691775

    		-1.4 ms

  





  

    		2024-02-16 03:43:47.10552

    		0.3 ms

  





  

    		2024-02-16 04:43:49.847441

    		0.2 ms

  





  

    		2024-02-16 05:43:51.44311

    		1.5 ms

  





  

    		2024-02-16 06:43:53.696417

    		-1.6 ms

  





  

    		2024-02-16 07:43:56.389996

    		-1.5 ms

  





  

    		2024-02-16 08:43:58.959191

    		-1.4 ms

  





  

    		2024-02-16 09:44:00.668271

    		2.4 ms

  





  

    		2024-02-16 10:44:02.8603

    		1.4 ms

  





  

    		2024-02-16 11:44:04.417003

    		1.4 ms

  





  

    		2024-02-16 12:44:06.046307

    		2.8 ms

  





  

    		2024-02-16 13:44:07.915922

    		1.4 ms

  





  

    		2024-02-16 14:44:10.017679

    		-0.2 ms

  





  

    		2024-02-16 15:44:11.613158

    		0.0 ms

  





  

    		2024-02-16 16:44:14.16357

    		1.9 ms

  





  

    		2024-02-16 17:44:16.753034

    		-0.3 ms

  





  

    		2024-02-16 18:44:19.557912

    		-0.6 ms

  





  

    		2024-02-16 19:44:22.404785

    		1.6 ms

  





  

    		2024-02-16 20:44:26.033992

    		-0.6 ms

  





  

    		2024-02-16 21:44:28.802412

    		-0.7 ms

  





  

    		2024-02-16 22:44:31.227938

    		-0.9 ms

  





  

    		2024-02-16 23:44:33.77112

    		-1.0 ms

  





  

    		2024-02-17 00:44:37.077617

    		4.4 ms

  





  

    		2024-02-17 01:44:39.26539

    		5.1 ms

  





  

    		2024-02-17 02:44:40.955615

    		0.6 ms

  





  

    		2024-02-17 03:44:43.325552

    		1.7 ms

  





  

    		2024-02-17 04:44:46.358132

    		1.0 ms

  





  

    		2024-02-17 05:44:49.10824

    		0.7 ms

  





  

    		2024-02-17 06:44:50.781127

    		-1.3 ms

  





  

    		2024-02-17 07:44:52.648143

    		0.4 ms

  





  

    		2024-02-17 08:44:55.854007

    		1.7 ms

  





  

    		2024-02-17 09:44:57.989768

    		1.7 ms

  





  

    		2024-02-17 10:45:00.351023

    		-0.4 ms

  





  

    		2024-02-17 11:45:02.813826

    		3.7 ms

  





  

    		2024-02-17 12:45:04.937945

    		3.9 ms

  





  

    		2024-02-17 13:45:06.83911

    		0.7 ms

  





  

    		2024-02-17 14:45:09.033374

    		2.5 ms

  





  

    		2024-02-17 15:45:11.423052

    		3.4 ms

  





  

    		2024-02-17 16:45:13.371077

    		0.5 ms

  





  

    		2024-02-17 17:45:15.999884

    		-0.5 ms

  





  

    		2024-02-17 18:45:19.962017

    		1.2 ms

  





  

    		2024-02-17 19:45:22.322661

    		-0.9 ms

  





  

    		2024-02-17 20:45:24.399242

    		-0.1 ms

  





  

    		2024-02-17 21:45:26.894792

    		2.6 ms

  





  

    		2024-02-17 22:45:28.412182

    		-0.7 ms

  





  

    		2024-02-17 23:45:30.155642

    		0.6 ms

  





  

    		2024-02-18 00:45:31.67287

    		-0.7 ms

  





  

    		2024-02-18 01:45:33.474724

    		0.9 ms

  





  

    		2024-02-18 02:45:35.141295

    		1.6 ms

  





  

    		2024-02-18 03:45:38.069992

    		0.7 ms

  





  

    		2024-02-18 04:45:40.118233

    		1.4 ms

  





  

    		2024-02-18 05:45:44.04071

    		-1.2 ms

  





  

    		2024-02-18 06:45:47.241267

    		1.4 ms

  





  

    		2024-02-18 07:45:50.147127

    		0.1 ms

  





  

    		2024-02-18 08:45:53.577964

    		1.1 ms

  





  

    		2024-02-18 09:45:56.994132

    		2.4 ms

  





  

    		2024-02-18 10:45:58.725232

    		2.7 ms

  





  

    		2024-02-18 11:46:00.724318

    		0.3 ms

  





  

    		2024-02-18 12:46:03.015269

    		2.1 ms

  





  

    		2024-02-18 13:46:06.662945

    		2.1 ms

  





  

    		2024-02-18 14:46:08.758639

    		0.9 ms

  





  

    		2024-02-18 15:46:10.556726

    		0.4 ms

  





  

    		2024-02-18 16:46:14.400498

    		0.7 ms

  





  

    		2024-02-18 17:46:17.934544

    		3.0 ms

  





  

    		2024-02-18 18:46:21.546908

    		-0.1 ms

  





  

    		2024-02-18 19:46:23.806871

    		2.3 ms

  





  

    		2024-02-18 20:46:25.566298

    		1.5 ms

  





  

    		2024-02-18 21:46:27.455161

    		1.1 ms

  





  

    		2024-02-18 22:46:29.659605

    		-1.2 ms

  





  

    		2024-02-18 23:46:32.903178

    		1.2 ms

  





  

    		2024-02-19 00:46:35.652057

    		1.0 ms

  





  

    		2024-02-19 01:46:37.93254

    		3.1 ms

  





  

    		2024-02-19 02:46:39.703413

    		0.8 ms

  





  

    		2024-02-19 03:46:43.455891

    		2.5 ms

  





  

    		2024-02-19 04:46:47.178537

    		-0.1 ms

  





  

    		2024-02-19 05:46:49.108418

    		-0.7 ms

  





  

    		2024-02-19 06:46:51.579137

    		-0.4 ms

  





  

    		2024-02-19 07:46:53.96294

    		-0.5 ms

  





  

    		2024-02-19 08:46:56.516298

    		3.1 ms

  





  

    		2024-02-19 09:46:59.024096

    		2.3 ms

  





  

    		2024-02-19 10:47:01.395701

    		1.6 ms

  





  

    		2024-02-19 11:47:03.183115

    		-0.6 ms

  





  

    		2024-02-19 12:47:06.244331

    		-0.1 ms

  





  

    		2024-02-19 13:47:08.10555

    		0.7 ms

  





  

    		2024-02-19 14:47:11.151436

    		-0.4 ms

  





  

    		2024-02-19 15:47:13.653501

    		1.2 ms

  





  

    		2024-02-19 16:47:15.281001

    		1.6 ms

  





  

    		2024-02-19 17:47:18.484586

    		1.2 ms

  





  

    		2024-02-19 18:47:21.096893

    		0.1 ms

  





  

    		2024-02-19 19:47:23.303503

    		0.9 ms

  





  

    		2024-02-19 20:47:25.356442

    		1.3 ms

  





  

    		2024-02-19 21:47:28.256862

    		-2.1 ms

  





  

    		2024-02-19 22:47:30.848695

    		0.8 ms

  





  

    		2024-02-19 23:47:32.561964

    		-0.8 ms

  





  

    		2024-02-20 00:47:35.578357

    		-1.4 ms

  





  

    		2024-02-20 01:47:39.223528

    		-0.3 ms

  





  

    		2024-02-20 02:47:42.419387

    		0.8 ms

  





  

    		2024-02-20 03:47:44.737115

    		-0.3 ms

  





  

    		2024-02-20 04:47:47.356368

    		2.7 ms

  





  

    		2024-02-20 05:47:49.985941

    		-0.1 ms

  





  

    		2024-02-20 06:47:53.157379

    		-0.7 ms

  





  

    		2024-02-20 07:47:55.372842

    		0.9 ms

  





  

    		2024-02-20 08:47:57.868898

    		1.1 ms

  





  

    		2024-02-20 09:47:59.356772

    		2.7 ms

  





  

    		2024-02-20 10:48:01.485123

    		2.7 ms

  





  

    		2024-02-20 11:48:03.133194

    		1.4 ms

  





  

    		2024-02-20 12:48:05.188611

    		1.3 ms

  





  

    		2024-02-20 13:48:07.23628

    		-0.9 ms

  





  

    		2024-02-20 14:48:08.747591

    		-0.3 ms

  





  

    		2024-02-20 15:48:11.142071

    		1.3 ms

  





  

    		2024-02-20 16:48:15.111826

    		-0.1 ms

  





  

    		2024-02-20 17:48:17.177208

    		-1.5 ms

  





  

    		2024-02-20 18:48:18.62399

    		-1.2 ms

  





  

    		2024-02-20 19:48:20.545566

    		-2.0 ms

  





  

    		2024-02-20 20:48:23.364989

    		1.0 ms

  





  

    		2024-02-20 21:48:27.746533

    		1.2 ms

  





  

    		2024-02-20 22:48:30.937189

    		-0.8 ms

  





  

    		2024-02-20 23:48:32.53609

    		-0.9 ms

  





  

    		2024-02-21 00:48:34.336557

    		-1.5 ms

  





  

    		2024-02-21 01:48:36.270759

    		0.0 ms

  





  

    		2024-02-21 02:48:38.370803

    		-0.7 ms

  





  

    		2024-02-21 03:48:40.849434

    		2.5 ms

  





  

    		2024-02-21 04:48:42.925139

    		0.4 ms

  





  

    		2024-02-21 05:48:45.579784

    		2.5 ms

  





  

    		2024-02-21 06:48:49.261958

    		0.3 ms

  





  

    		2024-02-21 07:48:51.378617

    		4.7 ms

  





  

    		2024-02-21 08:48:54.742086

    		-1.3 ms

  





  

    		2024-02-21 09:48:57.080451

    		0.1 ms

  





  

    		2024-02-21 10:48:59.364618

    		1.5 ms

  





  

    		2024-02-21 11:49:01.133147

    		-0.4 ms

  





  

    		2024-02-21 12:49:02.710533

    		0.1 ms

  





  

    		2024-02-21 13:49:05.033908

    		0.2 ms

  





  

    		2024-02-21 14:49:06.841164

    		-2.2 ms

  





  

    		2024-02-21 15:49:09.656868

    		0.7 ms

  





  

    		2024-02-21 16:49:12.158252

    		-0.7 ms

  





  

    		2024-02-21 17:49:15.074716

    		0.2 ms

  





  

    		2024-02-21 18:49:17.359505

    		-1.3 ms

  





  

    		2024-02-21 19:49:19.051499

    		1.4 ms

  





  

    		2024-02-21 20:49:22.989959

    		-0.6 ms

  





  

    		2024-02-21 21:49:24.989674

    		0.6 ms

  





  

    		2024-02-21 22:49:27.184795

    		0.0 ms

  





  

    		2024-02-21 23:49:28.944995

    		0.5 ms

  





  

    		2024-02-22 00:49:31.638034

    		-0.2 ms

  





  

    		2024-02-22 01:49:33.746294

    		-1.5 ms

  





  

    		2024-02-22 02:49:35.451893

    		1.4 ms

  





  

    		2024-02-22 03:49:38.834047

    		-1.6 ms

  





  

    		2024-02-22 04:49:41.152866

    		-0.4 ms

  





  

    		2024-02-22 05:49:44.666274

    		1.6 ms

  





  

    		2024-02-22 06:49:46.50928

    		0.1 ms

  





  

    		2024-02-22 07:49:48.088405

    		-0.1 ms

  





  

    		2024-02-22 08:49:50.338296

    		-0.8 ms

  





  

    		2024-02-22 09:49:52.35123

    		-1.1 ms

  





  

    		2024-02-22 10:49:54.014378

    		-0.3 ms

  





  

    		2024-02-22 11:49:55.886844

    		2.3 ms

  





  

    		2024-02-22 12:49:57.284781

    		-1.3 ms

  





  

    		2024-02-22 13:49:59.158327

    		3.0 ms

  





  

    		2024-02-22 14:50:00.736583

    		-1.3 ms

  





  

    		2024-02-22 15:50:03.718145

    		-1.1 ms

  





  

    		2024-02-22 16:50:06.761905

    		1.2 ms

  





  

    		2024-02-22 17:50:09.457289

    		-2.1 ms

  





  

    		2024-02-22 18:50:12.707076

    		-1.2 ms

  





  

    		2024-02-22 19:50:15.806914

    		-2.3 ms

  





  

    		2024-02-22 20:50:17.727592

    		-2.6 ms

  





  

    		2024-02-22 21:50:19.970247

    		-0.1 ms

  





  

    		2024-02-22 22:50:22.317191

    		1.6 ms

  





  

    		2024-02-22 23:50:24.184038

    		0.8 ms

  





  

    		2024-02-23 00:50:27.153077

    		-0.7 ms

  





  

    		2024-02-23 01:50:29.602388

    		-1.1 ms

  





  

    		2024-02-23 02:50:33.043074

    		0.8 ms

  





  

    		2024-02-23 03:50:36.567078

    		-0.5 ms

  





  

    		2024-02-23 04:50:38.366777

    		-0.6 ms

  





  

    		2024-02-23 05:50:39.935448

    		0.7 ms

  





  

    		2024-02-23 06:50:42.775833

    		-0.6 ms

  





  

    		2024-02-23 07:50:44.412709

    		-0.1 ms

  





  

    		2024-02-23 08:50:47.281383

    		-0.3 ms

  





  

    		2024-02-23 09:50:49.518684

    		1.6 ms

  





  

    		2024-02-23 10:50:51.266194

    		2.0 ms

  





  

    		2024-02-23 11:50:53.67953

    		-0.8 ms

  





  

    		2024-02-23 12:50:55.694353

    		1.8 ms

  





  

    		2024-02-23 13:50:57.77749

    		-0.6 ms

  





  

    		2024-02-23 14:50:59.482003

    		-1.2 ms

  





  

    		2024-02-23 15:51:01.458672

    		0.5 ms

  





  

    		2024-02-23 16:51:03.980695

    		-1.1 ms

  





  

    		2024-02-23 17:51:06.27459

    		-0.7 ms

  





  

    		2024-02-23 18:51:08.645869

    		-0.7 ms

  





  

    		2024-02-23 19:51:10.973101

    		-0.6 ms

  





  

    		2024-02-23 20:51:12.935321

    		-2.4 ms

  





  

    		2024-02-23 21:51:15.498726

    		-1.7 ms

  





  

    		2024-02-23 22:51:17.27885

    		-1.3 ms

  





  

    		2024-02-23 23:51:19.034591

    		-0.9 ms

  





  

    		2024-02-24 00:51:21.759465

    		1.0 ms

  





  

    		2024-02-24 01:51:23.749205

    		0.0 ms

  





  

    		2024-02-24 02:51:26.717506

    		-0.4 ms

  





  

    		2024-02-24 03:51:29.354264

    		-1.2 ms

  





  

    		2024-02-24 04:51:33.233427

    		-0.4 ms

  





  

    		2024-02-24 05:51:36.502002

    		-0.3 ms

  





  

    		2024-02-24 06:51:39.416873

    		-1.0 ms

  





  

    		2024-02-24 07:51:40.931458

    		-0.4 ms

  





  

    		2024-02-24 08:51:42.613593

    		-1.0 ms

  





  

    		2024-02-24 09:51:44.57714

    		1.2 ms

  





  

    		2024-02-24 10:51:47.444909

    		0.3 ms

  





  

    		2024-02-24 11:51:48.963558

    		1.1 ms

  





  

    		2024-02-24 12:51:50.912308

    		0.7 ms

  





  

    		2024-02-24 13:51:54.191161

    		-1.8 ms

  





  

    		2024-02-24 14:51:55.835324

    		-1.2 ms

  





  

    		2024-02-24 15:51:58.792152

    		1.0 ms

  





  

    		2024-02-24 16:52:00.794596

    		0.6 ms

  





  

    		2024-02-24 17:52:03.215915

    		-0.9 ms

  





  

    		2024-02-24 18:52:04.776227

    		0.8 ms

  





  

    		2024-02-24 19:52:06.892206

    		-0.1 ms

  





  

    		2024-02-24 20:52:10.272005

    		-0.4 ms

  





  

    		2024-02-24 21:52:12.964704

    		-0.8 ms

  





  

    		2024-02-24 22:52:15.583468

    		-1.3 ms

  





  

    		2024-02-24 23:52:17.748546

    		0.9 ms

  





  

    		2024-02-25 00:52:19.432049

    		-1.2 ms

  





  

    		2024-02-25 01:52:21.776615

    		1.3 ms

  





  

    		2024-02-25 02:52:24.660049

    		0.0 ms

  





  

    		2024-02-25 03:52:27.313621

    		-1.4 ms

  





  

    		2024-02-25 04:52:28.791373

    		1.0 ms

  





  

    		2024-02-25 05:52:32.336065

    		-0.2 ms

  





  

    		2024-02-25 06:52:34.135999

    		1.4 ms

  





  

    		2024-02-25 07:52:36.702398

    		-0.2 ms

  





  

    		2024-02-25 08:52:38.506527

    		2.1 ms

  





  

    		2024-02-25 09:52:40.006051

    		0.6 ms

  





  

    		2024-02-25 10:52:41.974917

    		-0.4 ms

  





  

    		2024-02-25 11:52:45.571391

    		-0.4 ms

  





  

    		2024-02-25 12:52:47.835313

    		-1.0 ms

  





  

    		2024-02-25 13:52:50.31425

    		1.0 ms

  





  

    		2024-02-25 14:52:52.012536

    		-0.9 ms

  





  

    		2024-02-25 15:52:53.528164

    		1.3 ms

  





  

    		2024-02-25 16:52:55.325264

    		-0.5 ms

  





  

    		2024-02-25 17:52:58.804242

    		1.6 ms

  





  

    		2024-02-25 18:53:02.308828

    		-1.0 ms

  





  

    		2024-02-25 19:53:03.815775

    		0.7 ms

  





  

    		2024-02-25 20:53:05.582695

    		-0.3 ms

  





  

    		2024-02-25 21:53:07.599756

    		-2.0 ms

  





  

    		2024-02-25 22:53:11.718546

    		-0.9 ms

  





  

    		2024-02-25 23:53:13.547374

    		1.0 ms

  





  

    		2024-02-26 00:53:16.176988

    		-1.4 ms

  





  

    		2024-02-26 01:53:18.33471

    		-0.8 ms

  





  

    		2024-02-26 02:53:20.408848

    		-1.4 ms

  





  

    		2024-02-26 03:53:22.899032

    		1.6 ms

  





  

    		2024-02-26 04:53:25.425848

    		-1.6 ms

  





  

    		2024-02-26 05:53:28.851506

    		-0.4 ms

  





  

    		2024-02-26 06:53:31.307269

    		1.9 ms

  





  

    		2024-02-26 07:53:32.808938

    		2.6 ms

  





  

    		2024-02-26 08:53:36.416605

    		3.2 ms

  





  

    		2024-02-26 09:53:38.875016

    		2.1 ms

  





  

    		2024-02-26 10:53:40.881565

    		-0.6 ms

  





  

    		2024-02-26 11:53:42.872812

    		-2.2 ms

  





  

    		2024-02-26 12:53:45.232802

    		-1.4 ms

  





  

    		2024-02-26 13:53:46.835212

    		1.7 ms

  





  

    		2024-02-26 14:53:49.533246

    		-0.7 ms

  





  

    		2024-02-26 15:53:51.572088

    		-1.4 ms

  





  

    		2024-02-26 16:53:53.698866

    		-1.0 ms

  





  

    		2024-02-26 17:53:55.823078

    		0.1 ms

  





  

    		2024-02-26 18:53:57.426522

    		2.5 ms

  





  

    		2024-02-26 19:53:59.222184

    		1.6 ms

  





  

    		2024-02-26 20:54:01.166034

    		-0.4 ms

  





  

    		2024-02-26 21:54:03.735178

    		-2.0 ms

  





  

    		2024-02-26 22:54:05.37729

    		-0.1 ms

  





  

    		2024-02-26 23:54:07.082544

    		-0.4 ms

  





  

    		2024-02-27 00:54:08.816893

    		-1.0 ms

  





  

    		2024-02-27 01:54:11.128672

    		-0.2 ms

  





  

    		2024-02-27 02:54:12.90389

    		-0.9 ms

  





  

    		2024-02-27 03:54:15.296385

    		-0.7 ms

  





  

    		2024-02-27 04:54:19.122095

    		-0.2 ms

  





  

    		2024-02-27 05:54:22.488257

    		0.5 ms

  





  

    		2024-02-27 06:54:24.273149

    		1.0 ms

  





  

    		2024-02-27 07:54:25.995086

    		2.8 ms

  





  

    		2024-02-27 08:54:29.609056

    		3.9 ms

  





  

    		2024-02-27 09:54:31.156679

    		1.8 ms

  





  

    		2024-02-27 10:54:33.074441

    		0.6 ms

  





  

    		2024-02-27 11:54:34.953957

    		1.9 ms

  





  

    		2024-02-27 12:54:36.609074

    		0.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-02-27 09:44:08.798 UTC

    		94.254.37.7

    		Jens Schollin (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-27 09:44:48.745 UTC

    		94.254.37.7

    		Jens Schollin (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  

  

    		2024-02-27 13:48:08.309 UTC

    		90.227.172.122

    		Ola Mattsson (OM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-02-27 13:48:47.751 UTC

    		90.227.172.122

    		Ola Mattsson (OM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-02-14 14:33:56 UTC.

  









